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Cyber Crime, Laws & Forensic Investigation

Uit 1. Cyber Crime & Issues:

 and Overview of :
glnﬂﬁiﬂga-

yber Crime, Nature and Scope of Cyber Crime, Types of

Categories of Cyber Crime, Property Cyber Crime,
: o Gocial ER
Cyher Crime: 50613

Intrusions, White collar Crimes, Viruses
! moLters, {:urnputﬂr : : :
Ut ﬁCude t?nti:nsf Hacking and Cracking, Virus Attacks, Software Piracy,
and Malicious '

| Rombs, Exploitation, Stalking and ﬂbﬁfﬂlit}r in Int_emet, Di:.il:n:
M PI:H}?WIE Enfume;n:nt Roles and Responses, Ethical issues in IT, Ethica
laws and legislation,

Conducts, technalogy trends that raise ethical issues.
Unit 2. Security Policies:

MNeed fo Information Security Policy, Information Security Stnnda:ds-llsn, I‘:fWii:
il ; i i i evie
policy, Email Security policy, corporate policy, sample security policy, Policy !

Process

Unit 3. Cyber Laws and Regulatory Framework of Information and Technology Act 2000:

Cyber Laws: Meed for Cyber Laws, Copyright Act, Patent Law, IPR, Intellectual

Property Law: Copy Right Law, Software License, Semiconductor Law and Patent Law,
Software License.

Regulatory Framework: Digital Signature, E Signature, Electronic Records,
ElectronicEvidence and Electronic Governance. Controller, Centifying Authority and
Cyber Appellate Tribunal. (Rulesannounced under the Act)

Unit 4. Offenses & Penalties:

Offences under the Information and Technolo
and adjudication, Punishments for contraventi

2000 (Case Laws, Rules and recent judicial p
of Cyber Law,

By Act 2000 & it's amendments, Penalty
ons under the Information Technology Act
ronouncements to be discussed). Limitations
Unit 5. Cyber Forensics Investigation

Introduction 10 Cyber Forensic Investigation, Investigation Tog

Evidence Collection, Evidence Preservation, E-Mail Investigation, E-Mail Tracking, 1p

Tracking, E-Mail Recovery, Eneryption and Decryption method i
. 5, Search
Computers, Recovering deleted evidences, kai::d 3;;1""";"[::;

Password Cracking,
Systems, Hasheat. Work on open Source, Com ber range

ﬁwyM S,




= T

POl A

- = b b =
e B £ o e P

Mobile Concepts & Security

Unit 1: Introduction 1o Mobike Concepts & Security
Mobile Security Model, Enterprise Mobile Environment, Mobile Crypto Algorithm.

Unit 11: Mobile System Technology

Mobile Devices - [eatures and security concemns, Platforms, Applications - development, testing
anddelivery.

Unit IT1; Mobile Networks

Cellular Network - baseband processor and SIM card, GSM encryption and authentication and
otherattacks, VoL.TE and its working, WIF1 Networks - public hotspots and enterprise WLANs,
SSLITLS, Web Technologies - server-side and client-side web applications

Unit IV: Mobility Management

Enterprise Mobility Program, Transactions Security, File Synchronization and Sharing,
Yulnerability Assessments, BYOD Device Backup, Data Disposal/Sanitization, NAC for

BYOD, Container Technologies, Exchange ActiveSync (EAS), Mobile Authentication, Mobile
Management Tools.

Unit V: Seenario Testing
Cellular Anacks, Attacking Web Interface, Wireless Attacks, SSL attacks, Android, i08

List of Practical’s

To understand various types of Cellular Anacks

To identify WEPWPA attacks.

To understand mobile crypto algorithms,

To use mobile management tools,

To implement the motale backup & data recovery wsing open-source togls.

To use mobile vulnerability assessment tools.

To do mobile testing using open source tools like Monkey Talk, Appium, Katalan Studio,

To use the container technologies,
L% CM»,.@/
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Cloud Computing

Unit I:

Umit IT:

Unit T1I:

Umit 1V:

Unit ¥:

infrastructure a8 & Serviced Platform as a Service Leamning Objective,
Cloud Service Models, Infrastructure as a Service, Platform as a Service,

Case Studies,

Software as a Service and Database as a Service Learning Objectives,
Software as a Service (Saa$), Database as a Service {DBaa8).

Security as a Service Leamning Objectives, Introduction to Security as a
Service, Cloud Security Risk analysis, SECaaS Categories, Benefits OFf
Security As A Service, Evaluation of Cloud Security lssues, Cloud

Security Standards.

Specialized Cloud Services Leaming Objectives, Recovery as a Service
(RaaS), Identity as a Service ([DaaS), Storage as a Lervice,
Communication as a Service {CaaS).

Cloud Security: Top concemn for cloud users, Risks, Privecy Impact
Assessment, Cloud Data Encryption, Security of Database Services, 05
security, ¥M Security, Security Risks Posed by Shared Images and
Management 0S, XOAR, A Trusted Hypervisor, Mobile Devices and
Cloud Security Cloud Security and Trust Management; Cloud Security
Defense Strategies, Distributed Intrusion/Anomaly
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