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1.1 LEARNING OBJECTIVE

After studying this unit student should be able to:

e Define cyber security concepts

e Basic cryptography and its working

e Symmetric and asymmetric encryption
e Hash function and digital certificate

e Concept of public key

1.2WHAT IS CYBER SECURITY?

Cyber Security is a very complex term which passes through multi-dimensional request and
response. In the current age, it is a challenging task for a small enterprise to big enterprise to

secure themselves from external and internal cyber-attacks.

Cyber Security is a subset of information security which deals with securing the information,
data and from both internal and external cyber threats. It is a proactive practice to safeguard
the confidential information of the organization from unauthorized access by enforcing the

layered security policies and protocol.

The task is more complex due to the variety of nature of cyber-attacks and the inability of

quality response in the absence of adequate security measures.

The word 'Cyber' is not singular; it has its many forms to understand the concept using

different terminologies such as:
e Cyber Space: 1t’s a virtual world of the digital data formed by bits.

e Cyber Economy: Complex structure of interconnected networked systems and its

environment.

Cyber Space is a manmade ecosystem. It comprises of all interconnected networks, database,

a source of information.

Cyber Space is not only including the software, hardware, data and information system, but

the people surrounding it and social interaction within this network and infrastructure.

According to NIST (National Institute of Standards and Technology), Cyber Security is "The

ability to protect or defend the use of cyberspace from cyber attacks."



1.3 INDIAN CYBERSPACE

The National Informatics Centre (NIC) was set up as early as 1975 with the goal of providing
IT solutions to the government. Between 1986 and 1988, three Networks were set up:
INDONET, connecting the IBM mainframe installations that made up India’s computer
infrastructure; NICNET (the NIC Network), is a nationwide very small aperture terminal
(VSAT) NW for public sector organizations as well as to connect the central government
with the state governments and district administrations; and the Education and Research

Network (ERNET), to serve the academic and research communities.

India is an emerging country with a large scale change in digitization and scaling in all
directions in every business sector. So at a national level, it is important to have the
cybersecurity policy for the smooth functioning of its critical infrastructure such as Power
Grids, Water Distribution, Rail Transportation, Metro Networks, Aviation Networks,
Telecommunication Systems, Financial Sector, Public and Private Organizations, Healthcare

and Education Sector.

Today’s Cyber Space majority users are the citizens of the country using the interconnected
networks of devices which is increasing every day. It is difficult to draw the boundary in the

cyberspace among the different groups of people and data accessed by them.

So Indian Government has taken many initiatives in sectoral reforms and national level
programs to create a safe cyber ecosystem which enables a user in access digital data and
creates adequate trust and confidence in using them effectively and securely. Which includes
Awareness programs; strengthen monitoring policy, Research, and Development in Cyber
Security, Creating Open Standards, Strengthen Regulatory Framework, Protection of Critical

Infrastructure.

There are various ongoing activities and programs of Government to address the current
cybersecurity challenges and creating safe cyberspace and cyber economy in the country.

Below are some of the key initiatives launched by GOI (Government of India) such as:

NATIONAL CYBER SECURITY POLICY: This is created with an objective to build
secure and resilient cyberspace for the citizens, businesses, and Government. It was released
in 2013.



NATIONAL CYBER SECURITY COORDINATION CENTER(NCCC): The NCCC
help to perform the real-time threat assessment and create early warning signs of potential

cyber threats to the country.

NATIONAL CRITICAL INFORMATION INFRASTRUCTURE PROTECTION
CENTER: This was created under section 70A of the Information Technology(IT) Act. It is
established as a nodal agency in respect of the critical information infrastructure protection.
Its aim is to protect the critical information infrastructure against the external and internal

cyber threats along with the other threats.

CYBER SWACHHTA KENDRA: It was launched in 2017 to provide a platform for users
to analyze and clean their systems from Viruses, Bots, Malware, Trojans, etc. It can be

accessed using the following URL.: https://www.cyberswachhtakendra.gov.in

INDIAN COMPUTER EMERGENCY RESPONSE TEAM(CERT-IN): It is National
Incident Response Centre, operated under Department of Electronics and Information
technology, Ministry of Communication and Information Technology, Government of India.
Its primary role is to raise the security awareness among the citizens of Indian and provide
the 24 x 7 technical assistance to the different organization in handling the critical security

incidents.

NATIONAL TECHNICAL RESEARCH ORGANIZATION(NTRO): NTRO has the
responsibility to look after the nations critical infrastructure security such as power grids,
nuclear installation security, air traffic and control, monitoring satellite communications,

UAYV surveillance, Oil and Gas facilities.

It has three different wings. Information domination group looks after hacking and cyber
applications. Net Security Team looks after emerging cyber-attacks and its analysis and
mitigations. Research Group is looking towards the monitoring and surveillance of the

internet.

NATIONAL INTELLIGENCE GRID (NATGRID): Itis an integrated grid of connecting
different state-run databases between intelligence agencies and organization providing
information to enhance India’s counter-terrorism measures. NATGRID would collect and
collate information from different databases such as tax and bank account details, credit card

information, visa and immigration records, and itineraries of rail and air travel.


http://www.cyberswachhtakendra.gov.in/

Combined data will be made available to 11 central agencies which are Research and
Analysis Wing, Intelligence Beauro, Central Bureau of Investigation, Financial Intelligence
Unit, Central Board of Direct Taxes, Directorate of Revenue Intelligence, Enforcement
Directorate, Narcotics Control Board, Central Board of Excise and Customs and Directorate

General of Excise and Customs.

Now below we will look at some fundamental concepts of principles of cyber security.
Essentially in the following chapters, we will also learn more in detail regarding the Cyber

Attacks, Vulnerability and Threats.

1.4 SECURITY CONCEPTS

Information content & information determinacy determine the type of software applications.
Content refers to input & output data, determinacy refers to the predictability of order &

timing of information

There are three different tools which are useful for system designers to make a robust and

secure product i.e. Confidentiality, Integrity, and Availability.

\ Availability

Figure 1 CIA Triad

In the above image, there are three key concepts shown and all three are related to each other,
which is known as the CIA triad, it is considered to be the main pillars of the security, which
anyone who protects an information system must understand: Confidentiality, Integrity, and
Availability. Each component is critical to overall security, with the failure of any one

component resulting in potential system compromise.



Confidentiality: It means to protect personal privacy information from unauthorized access to
devices, processes or individuals. If we understand it in the parts, it can be described as
Information must have protection enable from the different types of users to access it. There
must be a limitation to access the information, who are authorized can only access the
information. And last the authentication system which authenticates the user before accessing

information.

Integrity: It normally refers to the data integrity, or to make ensure that data stored is
accurate and no unauthorized modifications are done. The loss of integrity is considered as
the unauthorized modification or destruction of the information. Disrupting a message in

transit can have serious consequences.

For E.g.: if it is possible to modify the fund transfer message during online banking, an
attacker can take this advantage to fulfill his or her benefit by stealing the credentials. So to

ensure the integrity of this type of message is important for any security systems.

Availability: Ensuring the timely and reliable access of information to the authorized users
for the systems to provide a value. The loss of the availability of the information is the loss or

disruption of access to the information.

Although the use of CIA TRIAD to define security objective is well established, there are
additional concepts which are important to learn and understand which makes the complete
picture, they are Authentication, Authorization, and Nonrepudiation. Understanding each of

the six concepts will help to implement robust security mechanisms.

Authentication: The primary goal is to focus the information on being genuine and source of
the message for any security systems. This means that users are who they say and every piece

of information came from the trusted source.

Nowadays we have seen Authentication system requires more than one factor of

authentication, it is called Multifactor Authentication.

Such as password required combining with Fingerprint or retina scan or voice verification
and PIN (Personal Identification Number), as it is useful in validating the user (owner of the

fingerprint) and PIN number (something that user knows).

Authorization: It focuses on whether the user is verifiably granted permission to do so. When
the system authenticates the user it also verifies and checks access privileges granted to the

user. Which in simple terms means what a user can or cannot do while using the system.



Nonrepudiation: It is assuring that the sender of the data is provided with the proof of
delivery and recipient is provided with the sender’s identity, so neither can deny in later part
of having processed the data. In the normal physical world, it can be understood as the notary
done on the stamp paper for any kind of deals. Where neither of the parties can deny the deal

in the later stages.

To meet such requirements, systems have to normally rely on the asymmetric cryptography
or public key cryptography. While symmetric key systems use a single key to encrypt and
decrypt the data. Asymmetric cryptography uses one key(private) for signing the data and
another key(public) for verifying the data.

Check Your Progress 1

1. List all components of CIA TRIAD

2. What do we call if we combine Retina Scan with PIN

3. Which property ensures user is able to access data anywhere and anytime

1.5 BASIC CRYPTOGRAPHY

This section will provide the information on basic cryptography to explain basics of ciphers
and cryptanalysis. Our objective is to discuss the basic operation on symmetric and

asymmetric encryption algorithms. Also we will discuss the concept of the digital signatures.

The word cryptography is derived from the Greek and its literal translation is “hidden
writing”. In the old times, it mostly used to send the secret messages in a way that the

intended recipient can only be able to read.

Cryptography is a very critical and important part of the security applications, products, and
applications in terms of using different cryptographic algorithms. Understanding how
cryptography works it is important to understand to make sure that the data which is
transferred between sender and receiver is safe. In early around 1900 bc Egyptians began to

use pictographic to convey the secret message. This was known to be as ciphers.

Cryptography can be strong or weak. Its strength is measured in time and resources it would

require to recover the plaintext.



1.5.1 HOW DOES CRYPTOGRAPHY WORK?

A cryptographic algorithm is a mathematical function which is used in encryption and
decryption process. While cryptography is a science of securing data, cryptanalysis is the

science of analyzing and breaking secure communication without knowledge of the key.
Combining both Cryptography + Cryptanalysis = Cryptology

The most common to known is the classical cipher is the substitution cipher which works by
substituting each letter in the alphabet with one another when writing the secret message. The
key here is the number of characters which is used for substitution. Below is one such

example:
abcdefghijklmnopgrstuvwxyz
nopgrstuvwxyzabcdefghijkim
where a=n, b=0, c=p, d=g and so on

Using this cipher, the message, “hello world” would be written as “uryybjbeyq”. It is a

simple substitution cipher known as Caeser Cipher.
1.5.2 SYMMETRIC ENCRYPTION

Symmetric Encryption is also known as conventional encryption which has been introduced
in the late 1970s. This technique is used to provide confidentiality for the data transmission or
to store data using the symmetric encryption method. There are two well-known symmetric
encryption algorithms used they are: Data Encryption Standard(DES) and Advanced
Encryption Standard (AES), both algorithms are block cipher encryption algorithms.

Secret key shared by Secret key shared by
sender and recipient sender and recipient
? . 1"
Transmitted
X ciphertext

_— _— <+ —_— _—
— ¥ = E[K, X] X=DIK,Y] | =
Plaintext Plaintext
input Encryption algorithm Decryption algorithm output

(e.g., DES) (reverse of encryption

algorithm)

Figure 2 Symmetric Encryption Model

Let us understand each component which is shown in the above symmetric encryption model.



Plaintext: Original message or data provided as input into the algorithm.

Encryption Algorithm: Encryption algorithm used which performs operations on the

plaintext.

Secret Key: Secret Key is also an input provided to the encryption algorithm. The exact

number of substitution or transformations performed by an algorithm depending on the key.

Cipher text: Encrypted message which is produced as output which depends on the plaintext
and key used. For the same message, if there are different keys used, cipher text will be

different for both keys used.

Decryption Algorithm: It is the same encryption algorithm which runs in the reverse manner

which takes the cipher text and secret key as the input and generates the original plaintext.

There are two requirements for the symmetric encryption algorithms to work, the first one is
strong encryption algorithms know to both the party sender and receiver and the second one

is the secret key should be known only to sender and receiver only.

Ceaser cipher is a very form of symmetric key encryption. Symmetric cryptography doesn't
address the following issue: Attacker can eavesdrop the shared key between sender and
receiver and can steal the key and decrypt the data. This is where the concept of the Public

Key Encryption OR Asymmetric key cryptography comes in picture.
1.5.3 ASYMMETRIC ENCRYPTION

Asymmetric encryption is also known as Public Key key cryptography. It uses two
mathematically related but unique keys: a public key and a private key. Each key has its own
unigue function. The public key is used to encrypt the data and the private key is used to
decrypt the data. It is computationally infeasible to obtain the private key from the public

key. Its primarily used for the authentication, non-repudiation and key exchange.

Anyone with the public key can encrypt the data but cannot decrypt the same. Only the
appropriate receiver with the private key can decrypt the data. Even if the attacker knows that
the sender is transmitting data to the receiver, also data passes through multiple channels,

there is nothing he or she can do. As the data can only be decrypted by the private key.
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Figure 3 Asymmetric Encryption Model Source: PGP Corporation, Introduction to Cryptography

All communication which takes part between sender and receiver includes the public key.
The private key is never shared; they are simply stored on the software or on the machine
used. Some of the examples of the public key cryptosystem are Elgamal(named after its
inventor TaherElgamal), RSA (Ron Rivest, Adi Shamir, Leonard Adleman) which is most

widely used even in current times. Diffie-Hellman.
1.5.4 HASH FUNCTIONS

Cryptographic Hash Functions are a mathematical algorithm that take the input of the
arbitrary size of data and generates the fixed length hash value or message digest or simply
digest and they are also designed to be the one-way functions. This means they are not

reversible in nature.

There are few properties of the HASH Function which are mentioned below due to which

they are still widely used in a different information security application.
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Figure 3 Hash Function Source: Wikipedia



It is deterministic which means it will always give the same hash value for the same
input message.

Computing hash value of the message is faster.

It is infeasible to generate the same message from the hash value.

Even a very small change in the message will change the hash value completely.

It is infeasible to find two different messages with the same hash value.

Due to such properties they are widely used for digital signatures, Message Authentication

Code, Indexing data in the hash table, fingerprinting, finding duplicate data, Checksums to

identify any modification in data.

Hash Algorithms which are commonly used today:

Message Digest(MD) Algorithm: A byte-oriented algorithms that produce a 128-bit
hash value from an arbitrary-length message. There are various versions of these
algorithms present such as MD2(RFC 1319), MD4(RFC 1320), MD5(RFC 1321).

MDS5 is the third message digest algorithm after MD3 and MD4, which process data
in 512-bit blocks which is broke down into 16 words composed of 32 bit each. The
output from MD?5 is 128-bit message digest value.

Secure Hash Algorithm: It is a cryptographic hash function published by the
National Institute of Standards and Technology (NIST) as a U.S. Federal Information
Processing Standard which takes an input and produces a 160-bit hash value known as
a message digest — typically rendered as a hexadecimal number which is 40 digits
long. It works by transforming the data using a hash function: an algorithm that
consists of bitwise operations, modular additions, and compression functions. There
are a series of algorithms exist such as SHA-1, SHA-2, SHA-3.

Apart from this, there areotherwell-known HASH Functions exist which are used such as
RIPEMD, WhirlPool.

Check Your Progress 2

1. List out atleast 3 differnet HASH Algorithms

2. What do call the output generated for the HASH algorithms

3. Describe atleast two uses of the HASH Algorithms
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1.5.5 DIGITAL CERTIFICATE

There are several issues which exist with the public key cryptosystems; one of them is the
man-in-the-middle attack in which is one of the potential threat. In this attack someone tries
to fake the key with user ID and name, and tried to pretend the same person, which is not and

resulting in this, the data is encrypted with the attackers key.

It is vital to know that the public key to which you are encrypting the data is the actual key of

the intended recipient and not a forged one.

To overcome this, Digital Certificates has been introduced, which will ensure that whether a

public key truly belongs to the actual owner or not. It acts much like a physical certificate.
Digital certificates consist of three things:

e APublick Key.
e Certificate Information(ldentity information about the user).

e One or more digital signature.

1.5.6PUBLIC KEY INFRASTRUCTURE

A Public Key Infrastructure(PKI) is a combination of policies, role, and procedures, which
are needed to create, manage, distribute, use, store, and revoke digital certificates and
manage, public-key encryption. It includes components such as Certificate Authority(CA)
and the RegistrationAuthority(RA).

Certificate Authority creates a certificate and digitally signs them using its own private key.
As it is the central component of the PKI system. Using the public key of the CA one can
verify the authenticity of the digital certificate and can check the integrity of the content of

the certificate.

Registration Authority refers to the people which can include group, company, process, and
tools which will help users to enroll them with the PKI system. It also checks the public key
belongs to its owner or not. On the other hand, CA is the software which issues the actual

certificates.

1.7LET US SUM UP
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This chapter has provided details regarding basic cybersecurity details and current
cybersecurity posture of the Nation. Moving forward we have also seen the basic security
fundamentals and building blocks of the cybersecurity which are confidentiality, integrity,
and availability and why are they important. Also how that can be achieved using the

different encryption models and its understanding using pictorial representation.

1.8CHECK YOUR PROGRESS: POSSIBLE ANSWERS

Check your progress 1

1. Components of CIA TRIAD Confidentiality, Integrity and Availability
2. Two Factor Authentication
3. Availability

Check your progress 2

1. HASH Algorithmsare MD5, SHA-1, RIPEMD
2. Message Digest OR Hash Value
3. Uses of the HASH Algorithms Data Integrity, Indexing Data in Hash Table

14
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2.1 LEARNING OBJECTIVE

After studying this unit student should be able to:

e Understand various terminology related to security

e Understand of relationship between different terminologies

e Understand how risk management is done to handle the potential risk associated with
the threats

2.1 INTRODUCTION

This chapter we will introduce some of the key terms which will be usedthroughout the book
and also will be used in different topics for the rest of the chapters. Also, we will see what
kind of relationship is there between different terminologies. Different attack vectors, threats,

associated risks, vulnerability, and consequences.

Also, we will see how risk management is done to handle the potential risk associated with
the threats.

2.3 KEY TERMINOLOGIES

Attack OR Attack Vector

An attack vector is defined as the technique by which unauthorized access is gained inside
the computer or network for a criminal purpose by exploiting the vulnerabilities in the

system.
Risk

It can be defined as the probability of the loss from any particular threat from the threat
landscape, which can exploit the system and gain the benefits from it such as loss of private
and confidential information such as username and password, sensitive organization data,
also the loss of the reputation which has occurred can be considered. Also, the loss occurred

in terms of damage or destruction of hardware and software assets can be considered as Risk.
Threat

Anything that can exploit a vulnerability, intentionally or accidentally, and obtain, damage, or

destroy an asset.
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Vulnerability

Weaknesses or gaps in a systems security program, design policies and implementation that
can be exploited by different threats to gain unauthorized access of a computer system or

network.
Asset

People, property, and information. People may include employees and customers. Property
assets consist of both tangible and intangible items that can be assigned a value. Intangible
assets include reputation and proprietary information. Information may include databases,

software code, critical company records, and many other intangible items.
Countermeasure

An action, device, procedure, or technique that reduces a threat, a vulnerability, or an attack
by eliminating or preventing it, or by minimizing the harm it can cause, or by discovering and

reporting it so that corrective and proactive action can be taken.

Here in the below image, we will the relationship between all the different terminologies we

have seen.
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Figure 2.1 Security Concepts and Relationships

Let us start looking at each concept in details. But before that let us look key terminologies

into the equation form which is given below and we will look at them in detail.

24 ATTACK
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We have already seen the definition of the attack on the previous page, we will look here
the subtypes of attack and they are Active Attacks and Passive Attacks.

» Active Attacks: In an active attack, the attacker intercepts the connection and then
modifies information.

L

'

Darth Capture message from
Bob to Alice; later
replay message to Alice

Internet or Z%
other comms facility

Figure 2.2 Active Attack Source:techdifferences.net

An active attack can be divided further into Masquerade, Replay attack, Modification of
messages.

» Passive Attack: In a passive attack, the attacker intercepts the information but with the

intent of reading the information and not modifying it. It can further be divided as Traffic
Analysis and Release of Message content.

read contents of
message from Bob
to Alice

Internet or == =
other comms facility

Figure 2.3 Passive Attack

We can also classify the attack based on its origin.

» Inside Attack: If the origin of the threat agent is from the inside the organization, which

may have the authorization and access granted to the resources, but uses it with the
criminal intent.
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» Outside Attack: Origin or source of the attack is from the outside of the organization and

gains the unauthorized access to the system or resources with the criminal intent.

A Cyber attack can destroy the business overnight; a proper security defense is required to
stop such attacks. The main focus is to compromise the systems and gain access to sensitive

data. Let us see the top cyber security attack and what do they do.

» Phishing Attack: It is a type of security attack that tricks the user to divulge the sensitive
and personal/confidential information which is sometimes referred to as “Phishing Scam”
also. Definitely, every user will not click the links provided in the email id for providing
the details, but the attackers are smart they will perform the social engineering and will
send the emails to the users with the similar content which user is already looking or

interested in it.

The most targeted business sectors are Payment Platforms, Financial and Banking

organizations, Webmail services and Cloud storage/hosting providers.

Phishing attacks engage users with a specific message and very solicit way for the
response from the user which is ideally to click on the link is known as “Call To Action”.
Which means the attacker wants the user action on the link provided in the email to

perform the action.

e Spear phishing: When a phishing attack is targeted to the specific individuals
of the organization, it is known as spear phishing. Attackers use the solicit
company logo, footer and all other style information which is present in the
legit email to trick the user. The content of the email mainly focuses on the

password reset email or, account reset activity.

For the prevention of the phishing, the user has to check clearly the from address and email
content, along with the links present in the email body. Apart from this, employees awareness
using various teaching method is the most important as major data breach occurs due to

human error which cannot be ignored.

» SQL Injection Attack: SQL which is pronounced as “squeal” stands for the structured
query language. It’s a programming language used to communicate with databases. It is
used to store critical data of websites/users/services in their databases which can contain

personal and sensitive information such as username and password, transaction details.
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SQL Injection attack targets the database using specifically crafted SQL statements to

trick the system into unexpected and undesired outputs.

SQL Injection attack can be carried out in different ways which can be decided after the

attacker identifies system behavior.

If the web application is building a SQL query string dynamically with the account

number the user will provide, it might look something like this:

“SELECT * FROM customers WHERE account = ¢

+userProvidedAccountNumber +7°;”

While this works for users who are properly entering their account number, it leaves the
door open for attackers. For example, if someone decided to provide an account number

of ““ or ‘1’ = 17, that would result in a query string of:
“SELECT * FROM customers WHERE account=“"or ‘1’ =°1";”

Due to the ‘1’ = “1° always evaluates to TRUE, sending this statement to the database will

result in the data for all customers being returned instead of just a single customer.

The above query might not work for all the database, but it can work where there are less

or no security measures taken to filter such SQL injection queries.

Other types of SQL injection attacks include Blind SQL Injection, Out of Bound SQL
Injection. SQL Injection attack can be prevented by avoiding the use of dynamic SQL,
sanitize user inputs, don’t store data in plaintext, provide access control and privileges also

use of web application firewall is a must.

» Denial-of-service(DOS) and Distributed Denial of Service(DDOS): Denial-of-Service
attack focus on disrupting or preventing legitimate users from accessing the websites or
application or any other resources by sending flood of messages, packets, & connection
requests, causing the target to slow down or “crash”, rendering it unavailable to its
users. Attacker mostly targets high-end value organizations such as media houses,

banking, and financial organization, E-Commerce to disrupt their services.

When the majority of present-day DoS attacks involve a number of systems (even into the
hundreds of thousands) under the attacker’s control which are installed with the bots, all
simultaneously attacking the target. This coordination of attacking systems is referred to
as a “Distributed Denial-of-Service” (DDoS).

20



Architecture of a DDoS Attack
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Figure 2.4 DDOS Architecture Source:Wikimedia.com

» Man-In-The-Middle Attack and Session Hijacking: Man-in-the-middle attacks are
a common type of cyber security attack that allows attackers to eavesdrop on the
communication between two targets. The attack takes place in between two legitimately
communicating hosts, allowing the attacker to “listen” to a conversation they should

normally not be able to listen.

When a user is using the internet and our computer performs a lot back and forth
transaction, the application generates and uses a session ID which will be unique and to
make the transactions private between user and application. The attacker hijacks the

session ID to eavesdrop the communication between user and application.

There are various types of Man-In-The-Middle Attack such as Rogue access points, ARP

Spoofing, DNS Spoofing, Packet Injection, SSL Striping.

We can prevent such attacks by using strong WEP/WAP encryption on access points,
using a virtual private network(VVPN), enforce https and using a strong combination of the

public key pair authentication.

» Brute-Force Attack(Password Attack): The theory behind such an attack is that if you
take an infinite number of attempts to guess a password, you are bound to be right

eventually. The term brute-force means overpowering the system through repetition. A
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brute force attack is among the simplest and least sophisticated hacking method. Brute
Force attacks often use automated systems or tools to perform the attack in which
different password combinations are used to try to gain entry to a network, such as a

dictionary attack list or using rainbow tables.

The attacker aims to forcefully gain access to a user account by attempting to guess the
username/email and password. Usually, the motive behind it is to use the breached
account to execute a large-scale attack, steal sensitive data, shut down the system, or a

combination of the three.

We can prevent it by using a strong password combination policy and require to change a
password on regular intervals, locking out accounts on a certain number of incorrect
password attempts, use captcha, two-factor authentication, monitoring server logs, limit

logins from the single IP/Range.

Malware Attack: Malware can be described as Malicious software that is installed in
your system without your consent. It can attach itself to the legitimate process or replicate
itself or can put itself to startup. The objective of the malware could be to exfiltrate
information, disrupt business operations, demand payment, There are many types of
malware below are some of the commonly known types:

e Macro Virus: These viruses infect applications such as Microsoft Word or
Excel. Macro viruses attach to an application’s initialization sequence. When
the application is opened, the virus executes instructions before transferring
control to the application. The virus replicates itself and attaches to other code
in the computer system.

e Trojans: A Trojan or a Trojan horse is a program that hides in a useful
program and usually has a malicious function. A major difference between
viruses and Trojans is that Trojans do not self-replicate. In addition to
launching attacks on a system, a Trojan can establish a back door that can be
exploited by attackers

e Logic bombs: A logic bomb is a type of malicious software that is appended
to an application and is triggered by a specific occurrence, such as a logical
condition or a specific date and time.

e Worms: Worms differ from viruses in that they do not attach to a host file, but

are self-contained programs that propagate across networks and computers. A
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typical worm exploit involves the worm sending a copy of itself to every
contact in an infected computer’s email address In addition to conducting
malicious activities, a worm can result in denial-of-service attacks against
nodes on the network.

e Dropper: A dropper is a program used to install viruses on computers. In
many instances, the dropper is not infected with malicious code and, therefore
might not be detected by virus-scanning software. A dropper can also connect
to the internet and download updates to virus software that is resident on a
compromised system.

e Ransomware:Ransomware is a type of malware that blocks access to the
victim’s data and threatens to publish or delete it unless a ransom is paid.
While some simple computer ransomware can lock the system in a way that is
not difficult for a knowledgeable person to reverse, more advanced malware
uses a technique called cryptoviral extortion and asks for the payment in
bitcoinWhich encrypts the victim’s files in a way that makes them nearly
impossible to recover without the decryption key or using the decryptor if it is
available.

e Adware: Adware is a software application used by companies for marketing
purposes; advertising banners are displayed while any program is running.
Adware can be automatically downloaded to your system while browsing any
website and can be viewed through pop-up windows or through a bar that
appears on the computer screen automatically.

e Spyware: Spyware is a type of program that is installed to collect information
about users, their computers or their browsing history. It tracks everything you
do without your knowledge and sends the data to a remote user. It also can
download and install other malicious programs from the internet. Spyware
works like adware but is usually a separate program that is installed
unknowingly when you install another freeware application.

e Zero-Day Exploit: A zero-day exploit hits after a vulnerability has been
announced, but before a patch or solution is implemented. Attacker targets the

disclosed vulnerability during this window of time.

To prevent such attack we need to ensure that the anti-virus product is up-to-date with the

latest signatures, continues user education, performing regular audits, regular backup of the
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websites, application, and databases at multiple locations.Now we will start with
understanding the complete Risk Rating Methodology. It will also include different steps

such as Risk Analysis, Risk Assessment, and Risk Management.

Check Your Progress 1

1. What kind of malware encrypts the file and ask for ransom to decrypt the file

2. Mention any two types of SQL injection attacks

3. Which type of malicious software captures the user data and history

2.5 RISK ASSESSMENT

Identifying threats and vulnerabilities is very important to build a robust security architecture.
It always starts with identifying what are the important assets which need to be secured from
threats. So the first and foremost task is to define the scope of the cybersecurity Risk

Assessment. Being able to estimate the associated risk to the business is very important.

Risk = Assets * Threats * Vulnerabilities
Countermeasures (controls)

= Assets — what we are trying to protect
- Threats — what we are trying to protect against
« Vulnerability — what we are trying to address

= Controls — what we are doing to address them

Figure 2.5 Risk Equation

» Assets: We have seen the definition of the Assets in the first section under key
terminologies. Now we will understand the assets in relation to threat actions and will
map with the CIA triad.

Assets can be categorized in various types such as hardware, software, Data, and
communication channel(different devices including communication cables). In details if

we go it can be described as follow:
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Physical assets such as Computer, Laptop, Networking Devices, Storage Devices,
etc..Software such as Operating system, Application Running on the system, services

running, port scanning, API services, protocols used, and policies.

All this can be considered as an important asset and are part of the scope of the Risk
Assessment. One may identify security concerns in architecture or design. By using this
process it is possible to estimate the severity of all of these risks to the business and make
an informed decision about what to do about those risks. Having a system in place for
rating risks will save time when there is a situation arise to take the critical business

decision to reduce the impact.

e Asset Value Assessment: This would be the first involved in measuring the
asset value which is part of the critical business process. An asset can be the
people, process, hardware, software, data, any tangible or intangible(can
include the reputation of the organization, loss of customer and services)

things which are part of the critical business process.

In order to achieve greater control in risk and with effective least cost,
identifying and prioritizing the assets are a critical part of the process from top

priority to least priority.

This can be achieved by identifying the core functions and the process of the
organization. Along with this identifying the physical infrastructure, assets
which can be critical hardware or software related to the business functions
and safety measures which are preinstalled for the emergency situations need

to be also considered.

» Threats actions and its Consequences: As per the RFC 2828 we will see some
terminologies related to the threat, we have already seen the definition of the threat in the

first section of key terminologies.

After identifying the asset value assessment and quantifying it, next step is to conduct the

Threat assessment where the potential threats are identified.

There is another relative term “Hazard” is also used for the threats which are natural or
not man-made, such as earthquake, flood or wind disaster which also needs to be
considered and the man-made hazard can be either technological threats or terrorism

which we can refer as “Threats” for simplicity.
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e Threat Action: It is an assault on system security.

e Threat Analysis: An analysis of the probability of occurrences and

consequences of damaging actions to a system.

e Threat Consequence: A security violation that results from a threat action.

Includes disclosure, deception, disruption, and usurpation.

Threat Action (attack)

Threat Consequence

Exposure: Sensitive data are directly

released to an unauthorized entity.

Interception: An unauthorized entity
directly accesses sensitive data
traveling between authorized sources

and destinations.

Inference: A threat action whereby an
unauthorized entity indirectly accesses
sensitive data by reasoning from
characteristics or by-products of

communications.

Intrusion: An unauthorized entity
gains access to sensitive data by
circumventing a system’s Security

protections.

Unauthorized Disclosure: A circumstance
or event whereby an entity gains access to

data for which the entity is not authorized.

Masquerade: An unauthorized entity
gains access to a system or performs a
malicious act by posing as an

authorized entity.

Falsification: False data deceive an

authorized entity.

Repudiation: An entity deceives
another by falsely denying

responsibility for an act.

Deception: A circumstance or event that

may result in an authorized entity receiving

false data and believing it to be true.
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Incapacitation: Prevents or interrupts | Disruption: A circumstance or event that
system operation by disabling a system Interrupts or prevents the correct operation of
component, system services and functions.
Corruption: Undesirably alters system
operation by adversely modifying

system functions or data.

Obstruction: A threat action that
interrupts delivery of system services

by hindering system operation.

Misappropriation: An entity assumes | Usurpation: A circumstance or event that
unauthorized logical or physical | results in control of system services

control of a system resource. orfunctions by an unauthorized entity.

Misuse: Causes a system component to
perform a function or service that is

detrimental to system security.

Table 2.1 Threat Action and Consequences Source: RFC 2828

Check Your Progress 2

1. What kind of threat action can cause the unauthorized disclosure of data

2. What kind of event authorized user can receive false data

3. What do we call if due to undesirable action data is altered

» Threat Analysis: Our next goal here is to estimate the likelihood of a successful attack
by this group of threat agents for this we will use the OWASP risk rating methodology for

preparing severity of the Risk Assessment Model.

Skill level: How technically skilled is this group of threat agents? No technical skills
(1), some technical skills (3), advanced computer user (5), network and programming

skills (6), security penetration skills (9),

Motive: How motivated is this group of threat agents to find and exploit this

vulnerability? Low or no reward (1), possible reward (4), high reward (9)
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Opportunity: What resources and opportunities are required for this group of threat
agents to find and exploit this vulnerability? Full access or expensive resources
required (0), special access or resources required (4), some access Or resources

required (7), no access or resources required (9)

Size: How large is this group of threat agents? Developers (2), system admins (2),

intranet users (4), partners (5), authenticated users (6), anonymous Internet users (9)

The use of a rating system will help in the quantification of risk. There is always difficulty in
justifying the protection of assets. Management is better able to understand the implications
of the threat and vulnerabilities when they are presented in the form of numbers and statistics

which means quantifiable and measurable.

» Vulnerability Analysis:Vulnerability is a weakness that a threat can exploit to breach
security and harm your organization. Vulnerabilities can be identified through
vulnerability analysis, audit reports, the NIST vulnerability database, and vendor data.
The problem faced within many organizations is the ability to effectively filter out the

false positives from assessment applications.

The result of the various manual and automated tools must be verified in order to
accurately determine the reliability of the tools in use and to avoid protecting an area that
in reality does not exist. False positive results can be mitigated by ensuring that the

assessment applications are up to date with the latest stable signatures and patches.

There are two ways penetration testing and vulnerability analysis can be done, one with
having the knowledge of the systems and topology, another with zero knowledge which is

mostly conducted externally known as black box testing.
Examples of vulnerabilities:

e Lack of sufficient logging mechanism
e Input validation vulnerability

e Sensitive data protection vulnerability
e Session management vulnerability

e Cryptographic vulnerability

e Memory leak Issue

e Cross-site request forgery

e Remote Code Execution
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e Business logic vulnerability

For more similar issues refer to OWASP Top Ten Project

e Prepare checklist for ([ * Assessment performed
Target using automated as well
as manual tools

Vulnerability
Assessment
and
Detection

Establish
Scope

Reporting
and
Documentat
aion

Penetration
Testing

. Verification of

vulnerabilities by various
penetration test to avoid

JIN FP's.

Figure 2.6 VAPT Process

® Analysis of outcome &
reporting the findings
with recommendations.

» Vulnerability Factors: The goal here is to estimate the likelihood of the particular
vulnerability involved being discovered and exploited. Assume the threat agent selected

above.

Ease of discovery: How easy is it for this group of threat agents to discover this
vulnerability? Practically impossible (1), difficult (3), easy (7), automated tools
available (9)

Ease of exploit: How easy is it for this group of threat agents to actually exploit this

vulnerability? Theoretical (1), difficult (3), easy (5), automated tools available (9)

Awareness: How well known is this vulnerability to this group of threat agents?
Unknown (1), hidden (4), obvious (6), public knowledge (9)

Intrusion detection: How likely is an exploit to be detected? Active detection in

application (1), logged and reviewed (3), logged without review (8), not logged (9)

» Estimating Impact: When estimating the impact of the successful attack, it is important

to consider the technical impact and business impact.
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Ultimately the business impact would be more important. So by providing the appropriate
technical risk details which will enable management to make the decision about the

business risk.

e Technical Impact Factors: The goal is to estimate the magnitude of the impact on

the system if the vulnerability were to be exploited.

Loss of confidentiality: How much data could be disclosed and how sensitive is
it? Minimal non-sensitive data disclosed (2), minimal critical data disclosed (6),
extensive non-sensitive data disclosed (6), extensive critical data disclosed (7), all
data disclosed (9)

Loss of integrity: How much data could be corrupted and how damaged is it?
Minimal slightly corrupt data (1), minimal seriously corrupt data (3), extensive
slightly corrupt data (5), extensive seriously corrupt data (7), all data totally

corrupt (9)

Loss of availability: How much service could be lost and how vital is it? Minimal
secondary services interrupted (1), minimal primary services interrupted (5),
extensive secondary services interrupted (5), extensive primary services

interrupted (7), all services completely lost (9)

Loss of accountability: Are the threat agents' actions traceable to an individual?

Fully traceable (1), possibly traceable (7), completely anonymous (9)

e Business Impact Factors: Business impact requires a deep understanding of the
different operations on which the company is working and gets maximum return on

investment.

There are many factors and also may not be the same for all organization, but we will see

some of the common impact factors.

¢ Financial damage: How much financial damage will result from an exploit?
Less than the cost to fix the vulnerability (1), minor effect on annual profit (3),
significant effect on annual profit (7), bankruptcy (9)

e Reputation damage: Would an exploit result in reputation damage that would
harm the business? Minimal damage (1), Loss of major accounts (4), loss of

goodwill (5), brand damage (9)
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e Non-compliance: How much exposure does non-compliance introduce?
Minor violation (2), clear violation (5), high profile violation (7)

e Privacy violation: How much personally identifiable information could be
disclosed? One individual (3), hundreds of people (5), thousands of people (7),

millions of people (9)

» The severity of RISK: We will now prepare the severity of the risk which can be

obtained by combining the different impact factors.

Itis divided into three parts from a 0-9 scale, low medium or high as shown below.

Impact Scale | Impact Levels

0-<3 LOW

3-<6 MEDIUM

Table 2.2 Severity Matrix

» Countermeasures(Control): In this step, we have to identify the existing security
policies and protocols which are placed. Are they are adequate with the current threat
landscape? Or it needs to modify and update the security posture of the organization.
What level of risk is acceptable to the organization. This will help the security team and
top management to understand the risk levels and they can focus on more high-level risks.

» Documentation: This is the final step in which risk assessment report is prepared to
support the management to take appropriate decision on policies, procedures, budget
allocation. For each threat, the report should have corresponding vulnerabilities, assets at

risk, impact, and control remediation.

26 LET US SUM UP

In this chapter, we have seen what all different types of attacks and what it can cause. Next is
we have seen threats and consequences Which is followed by Risk Assessment procedure
which includes threat assessment, vulnerability assessment and how to prepare the severity
matrix to report the threat to management. Also based on the identified risk in the report we
have to recommend the security policy and procedure to rebuild the security posture of the

organization from the current threats and attacks.
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2.7CHECK YOUR PROGRESS: POSSIBLE ANSWERS

Check Your Progress 1

1. Ransomware
2. Blind SQL Injection & Out of bound SQL Injection
3. Spyware

Check Your Progress 2

1. Exposer
2. Deception
3. Corruption
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Unit 3: Advance Persistent Threat 23
And Cyber Kill Chain

Unit Structure

3.1.  Learning Objectives

3.2.  Understanding the Problem
3.3.  Advance Persistent Threat
3.4.  Cyber Kill Chain

35, LetUSSum Up

3.6.  Check your Progress: Possible Answers
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3.1 LEARNING OBJECTIVE

After studying this unit student should be able to:

e Understand how the Advanced Persistent Threat(APT) can be handled in a way that
traditional threats are handled.

e Understand cyber kill chain

3.2 UNDERSTANDING THE PROBLEM

In today's world organizations are facing critical issues from different types of advanced
threats including to the traditional ones. However, they are still finding issues that how the
Advanced Persistent Threat which is known as APT can be handled in a way those traditional
threats are handled. Well, APT is much complex in nature that they cannot be handled with
any single approach. It is not possible to secure any organization to handle entire security and

APT in asingle way.

Organizations are dealing with the APT’s they are completely different in nature until the

organization understands where the real issue lies and how to solve them.

To understand how to handle Advanced Persistent Threats first executives of the organization
has to understand the motive behind the attack. As still management of many organizations
still thinks that they have paid or invested enough to handle every kind of cyber
attack.Because spending the money will not solve the issue of complete security from
Advanced Threats.

In the current situations or in simple terms the traditional method which is followed is to
install basic security mechanisms. Then they get compromised, they will get notifications

from the law enforcement and then they start the forensic investigation.

APT’s are well funded, organized group of hackers who in a systematical manner to
compromise the target which is mostly government organization’s, private company’s. They
are mainly focused on gathering critical data by exploiting the vulnerability in a stealthy
manner. They are very smart in hiding their tracks. They bypass highly secure infrastructure
to establish the foot-hold in the target organization and to remain there until and unless the

motive is not completed.

34



If we look deep into the APT, attacker needs one vulnerability to compromise the security
and make way to get into the organization. But for the organization, they need to find out all
vulnerability and to patch them. Many organization does not still understand that what are all
the point of entry points or attack vectors from where the attacker can exploit it and make
their way inside. The success ratio of APT is good, as they keep on trying until they find a

way to exploit the system of the target.

For APT we have to learn them first before we try to stop them. Instead of looking in the
future we can start learning the APT now and we can try to build the defense based on the

learning from the past attacks. Though we cannot be sure that there will be no new approach.

But there are chances that same cybercriminal groups tend to use similar tactics and
techniques on similar organizations. The key objective should assume the worst attack ever
and hope for the best. It will help to understand the security level of your organization and
will learn something new, while indirectly help to improve the security posture of the

organization. Instead of assuming the best security measures are applied and doing nothing.

The final goal should be, an organization should not lose the business due to the lack of
cybersecurity measures and practice. Most of the organization so spend large amount behind
the cybersecurity and defend them. But the fundamental point is to understand is to identify
the priority and risk and returns from the investment. The reason behind failure to defend
from APT is to identify what resources which are at high risk needs more protection. There
are multiple protection mechanisms which are already in place where the APT attack has

been seen such as:

e Firewall

e Application Filtering
e End-Point Detection
e Anti-Virus Solutions

e Intrusion Detection

Investing a large amount of money to defend an organization from APT doesn't guarantee the
protection from the APT. But the organization should focus on high-risk vulnerabilities and
resources which can cause a big impact. It is better to fix 2 high-risk vulnerabilities which

can cause a big impact instead of fixing low risk 20 vulnerabilities which cause not threats.

Let us now start to learn more about the APT, what does it mean and how it works.
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3.3ADVANCE PERSISTENT THREAT

The term APT sounds very simple but is often taken as for granted or been misunderstood.
The term Advance is related to the systematically crafting an attack vector in terms of its

advanced and very targeted code used which is very effective.

The way attacker crafts the attack is very advanced while the methods to deliver the same are
very standard methods and most important that it will work. Most of the APT will take

advantage of the available advanced technology and techniques to customize the attack.

In every APT there will be a single method which will be used to bypass the security devices,
which is known as Encryption. It was created to stop attackers from accessing critical
information. Most security devices are unable to read the encrypted code of payload or
encrypted packets in the network. The attacker sets up the encrypted outbound tunnel to

attacker system. So data is encrypted and it goes undetected on the network.

The next is persistent. The attacker will not stop after failing once or twice. They will keep
trying until they are successful in their objective. There need to be continuous defensive

measured should be established.

The persistent nature of an APT is what it causes more damage to the organization. It simply
means to remain stealthy for a prolonged period of time and not get caught due to its state of

the art coding techniques.

They get into the system, remain there until the data is completely exfiltrated, and they leave
without getting on the surface and they do not leave any trace. So it becomes very hard for an
organization during the post-investigation when any third party services such as law
enforcement agency inform them regarding the APT attack on your organization. It would be
very difficult for an organization, as they don’t know where to start an investigation and how

to decide a timeline for that.

As mainly APT attacks are not for a few days, an attacker could have a foothold in systems
from many days, weeks, months or sometimes it may be years. The persistent process
suggests that an external command and control system is continuously monitoring and
extracting data from a specific target. The “Threat” process indicates human involvement in

orchestrating the attack.
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For an APT to work successfully, it’ important to hide the identity of the attackers, as APT
attribution could lead to some real-world conflicts. So the attackers will want to hide

their tracks. It is not uncommon to see the use of unpatched vulnerabilities (zero-days) in this

kind of operations.

Figure 3.1 Advanced Persistent Threat

APT will gather as much as information as possible so it will help the attacker to customize

the attack to become successful.

~ APT Intentions: For a defender, it is very important to find out the intentions behind the
APT attack. That would be useful in investigating the post-incident analysis. We will look
into some of the intentions of the attacker which were concluded based on the previous
APT attacks.

Data: For any organization, it is important to understand the market strategy, other

competitive organization working in the similar product market.

The intentions behind such type of attack in which an attacker tries to exfiltrate data

such as proprietary designs, schematics, formulas, experiment details, source code.

Information: It is very important for any organization to keep internal information in
a very closed loop. Such as its financial status, future Corporate directions, its
mergers, and acquisitions. This type of information is very useful to target the

organization.
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» APT Threat Vectors:
External:
Internet:

e Email Attachments
e File Sharing
e Pirated Softwares

e Mass vulnerability Exploits
Physical:

e Infection using external devices(USB, CD, External Disk Drives)
e Malicious IT Equipment
e Rogue Wifi Access points

e Stolen Mobile devices / Laptops
Internal:
Trusted Insider:

¢ Rogue Employee

e Third Party Contractors & Vendors
Trusted Channel:

e Stolen Credentials
e P2P tapping
e Un-Trusted devices

e Hijacked Cell communications

There are other threat vectors which are also present which are related to Softwares used

inside the organizations.
Insecure Build:

Insecure Devices.

Unpatched software versions.

Misconfigured Device.

Information Leakage:
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e Exposure of sensitive material on online/social media.
Application Security:

e Fuzzing / Reverse Engineering.

e Buffer Overflows.

» APT-Tools:
e Open Source exploit Softwares
e Malware: Botnets, Rootkits, Ransomware, Malicious Attachments
e Open source Available Exploit Code

e Using Zero Days.

» APT- Techniques:
Open Source Intelligence (OSINT)

Social Engineering / Using SET (Social Engineering Toolkit)
o Leverage Social media information.

o ldentify contextual and behavioral information.

Targeted Spear Phishing Attack
o Requires in-depth knowledge of internal communication method.
o Requires to build a strategy which lures the target and perform a
predetermined action which.
Malicious Attachments
o File format such as PDF, Office (Word/Excel/Access) is used mostly in APTs.
o Usage of exploit kits to generate the documents which contain malicious

macros and craft the malicious attachments to send it the target using a
properly crafted email. Such as Fallout, Angler, RIG, Nuclear, Neutrino are
well-known examples of exploit Kits.

o Exploits are easy to use, can be easily obtained from the dark web.

o Provides command and control infrastructure services.

e Hardware Devices

o Hardware exploits in the internal devices used.

o Projectors, Printers, Shared file servers, which are now usually connected with
the internet, they are left open which out any security measures. An attacker

tries to use such resources gain access to the internal network.
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In the below image, we can clearly see and understand how the different attack vectors take

part in making a successful APT attack.

INTERNET
Social Media, P2P,

Drive-By Download /\ .) Lure End-User to

Download Exploit or Bsplolt Inject Additional Code,
Corrupt File o Executed Troi
- # Trojan or Backdoor
EMAIL ’&4 ~ L G
Spear Phishing,
Whale Phishing = —
\
DEVICE
USB Flash Drive, [ ] 7 /
Phones, Tablets = 4
Malware Establish
Becomes APT Command and
(Final Stage, Control Channel
Mutation)

Explore and Move
Steal and Transmit Laterally Within
Target Data Out of Organization
Organization

Figure 3.2 Attack Vector Cycle Source: Attack Vector chain by Brian Wrozek, Optive.com
» Defending Against APT:

We will see some of the high-level strategies that an organization must use to defend
against the APT. It is always important that prevention is good but detection is a must.

Mostly, the organization builds and invest in preventive measures.

But they forget that such type of APT attacks mostly comes with the legitimate traffic
inside the organization and which is very difficult to identify by the installed security
measures. There are few things which an organization must do to prevent against such

threats.

Raise Awareness and Control Users: Humans which are considered the end user and
are targeted mostly to perform malicious actions, though they are not known what will be
the consequences when clicks on such unknown links in the email. So it is better to
conduct the internal phishing test and user awareness by giving basic ideas regarding

phishing and how to identify them.

Reputation Scoring and Malicious Traffic Identification: Traditional security
measures work on to block or access network traffic. While in APT mostly in pretends to
the legitimate traffic. Once they enter into the network, they become bad or evil. So it is
better to monitor the network traffic and scoring them based on their behavior in the
network. That will help to identify if any malicious packets try to change its behavior

from good to bad.
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Monitor Outbound Traffic: Security Measures are generally built around the inbound
traffic and monitor it to stop the threats from spreading. While in APTs, it is also
important to monitor outbound traffic as their motive is to exfiltrate the internal data
which will harm the organization. So it important to detect the anomaly in the outbound

traffic also.

Understand the changing Threat Landscape: It is difficult when we don’t know from
what we have to defend to save ourselves. Something which is unknown or unseen. The
only way to defend is to understand and learn how the offensive part works and operates.
If the organization will not learn the new attack techniques and tactics they will lose the

battle and not be able to tune their defensive measures.

Manage Endpoint: The ultimate goal of the attacker is to steal information which is
stored on the endpoint. So even if the attacker has access inside the network, they still

need to access the endpoint to get the information.

So to limit the damage, controlling the endpoint and locking down endpoint by
disconnecting it from other networks and isolating it will protect the information from

getting outside of the organization.

Now we will learn the complete and in-depth process and stages which the attacker
performed to conduct such an APT attack. It is very important to learn each kill stage

components in detail. This complete cycle is known as the Cyber Kill Chain.

It can simply be understood as a chain of multiple stages which are related to each other. The
output of each stage can be considered as input for the next stage. We will see the offensive
steps which are part of the cyber kill chain as well as from the defensive side, how to stop

such attack.

3.4 CYBER KILL CHAIN

The term kill chain was first used in the military which is related to the structuring of an
attack, which includes identification of the target, getting a foothold in the organization,
attack timing, and decision, destruction of the target. Though this process is not universal but
is accepted by the information security community and converted into the part of the cyber

kill chain to better understand it which can be useful to break the kill chain in different stages.
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As per the Wikipedia Traditional Military Kill Chain includes multiple stages which are

listed below:
F2T2EA:

e Find: Locate the target.

e Fix: Fix their location, make it difficult for them to move.

e Track: Monitor their movement.

e Target: Select an appropriate weapon or asset to use on the target to create desired
effects.

e Engage: Apply the weapon to the target.

e Assess: Evaluate the effects of the attack, including any intelligence gathered at the

location.

Now we will look at the different phases of cyber kill chain part of which mention below, is
majorly derived from the Lockheed Martin which was first published by them in 2011. Since
then it has been adopted by many organizations. Cyber kill chain reveals different phases of a

cyber attack, from the initial stage of reconnaissance to the last stage of data exfiltration.

This has been also used as a tool for the management to understand the phases of cyber attack
to continuously improve their defensive measures. According to Lockheed Martin, these

phases threats must pass through the model which is shown below.

Phases of the Intrusion Kill Chain

v Reconnaissance ) Research, identification, and selection of targets

Pairing remote access malware with exploit into a
deliverable payload (e.g. Adobe PDF and Microsoft
Office files)

Transmission of weapon to target (e.g. via email
attachments, websites, or USB drives)

Once delivered, the weapon’s code is triggered,
exploiting vulnerable applications or systems

The weapon installs a backdoor on a target’s system
allowing persistent access

Outside server communicates with the weapons
providing “hands on keyboard access” inside the
target’s network.

The attacker works to achieve the objective of the
VActions on Objective intrusion, which can include exfiltration or

destruction of data, or intrusion of another target

Figure 3.3 Cyber Kill Chain Source: Wikimedia.com
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Check Your Progress 1

1. List out any three APT threat vectors.
2. List of any 3 exploit kit names.

3. What are software related APT threat vectors.

Let us understand all 7 technical phases in detail.

Reconnaissance: Reconnaissance means to gather information regarding the target. It can an
individual or an organization. It further drills down to the identification and profiling of
target. Further to extract all kinds of information from the internet such as email address,
social media relationship data, blogs, sites, conferences. Information gathers from this stage
will be later used in the design and delivery of payload. Reconnaissance is divided into two

parts:

Active Reconnaissance: This step is to gather information regarding a target without
his/her knowledge. Such as using open source intelligence tools(OSINT) for

information gathering.

Passive Reconnaissance: It involved deep profiling of the target which might trigger

alert to the target. Such as using network scanning tools like Nmap, Nessus,

Weaponization: In these phases, the attacker uses the details gathered from the above stage
to create malicious payload such as RAT(Remote Access Trojans). Also how to deliver it to
the target. The attacker leverages the usage of open source offensive framework tools such as
the Metasploit, Msfvenom, Veil and to write reverse shells. Then it is injected into the

legitimate software or binaries and is finally obfuscated in order to prevent from detection.

Exploit: Exploit is a part of the weapon which facilitates RAT to execute in the target
machine. It uses system or software vulnerabilities to drop and execute a RAT. The major
objective to use exploits is to evade the detection. Exploits can be related to MS Office
(doc/ppt/excel) which can be identified from its CVE(Common Vulnerabilities and Exposure)
number. Such as CVE-2017-11882, CVE-2014-9165 and so on.

There are methods which do exist in which the target system can be accessed without using
exploit they are very unreliable in these times as the organization has already set up multiple

security layers. Embedding RAT or an exploit code inside the legitimate file will be easier to
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evade the detection. In some cases, multiple exploits are used to create a payload using the

exploit kits. Which provides the exploit code for different software.

Operating system level exploits use kernel level exploits or exploits the device driver itself to
perform remote or local code execution. Network level exploits try to exploit network devices

or protocols to perform privilege escalation.

Delivery: Itis a critical part of the cyber kill chain which is responsible for an efficient and
effective cyber attack. In most of the cyber attack, it is mandatory to have some user
interactions such as using email attachments, drive-by downloads, USB, browser-based

attack.

Check Your Progress 2

1. List out any 2 methods used for reconnaissance.
2. List of any 2 offensive frameworks used to prepare payload.
3. List of network scanning tools for passive reconnaissance.

4. List of any 2 Network level exploits.

For which the initial target information is necessary for deciding which method will be
useful, this can be varied according to the target. There are some attacks which are performed
without user interaction by exploiting network devices or services such as CVE-2014-3306,
CVE-2014-9583.

Delivery is a very high-risk phase; it leaves the digital footprints behind. So most of the
attacks are performed in an anonymous way using paid services. Successfully targeting the

user in the first attempt cannot be guaranteed.

In such cases, the attacker will gain all information due to which the first attempt was failed
and will make sure that in the second attempt it successfully exploits target machine. In some

cases where one delivery method is not sufficient, multiple delivery methods are used.

Exploitation: Once the successful delivery of the weapon is done. The next step is to execute
or trigger the exploit on the target side. The goal here is to silently install or execute the
exploit. There are certain conditions need to be matched for this to work such as User must be

using software or services for which the exploit is created.
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Next operating system should not be updated with the latest patches which fail the exploit to

work. And last Anti Virus software should not detect the payload.

Installation: Nowadays, traditional methods of the infection will not work in which the
machine Is infected with the links created in the startup folder, or creating the registry of the

file to run in a startup. As of end-user protection, mechanisms has grown.

Modern malware is multi-staged and they heavily depend on the droppers and downloaders to

deliver the malware.

Command and Control: After successfully triggering the malware. The important part of
the remote attack is command and controls (CnC/C&C). C&C gives the instruction to the
compromised machine. There are mainly three different types of communication structures,
such as centralized structure, peer-to-peer and latest social network based communication

structure.

C&C communication traffic analysis is a traditional approach to detect the communication
pattern in the target machines. Malware authors tend to use new techniques in which it is

difficult to separate it from the legitimate traffic of the network to make it more anonymous.

Actions on Objective: In the last phase the attacker tries to achieve the final goal which is to
exfiltrate the data from the compromised machine by giving instruction from the command

and control server.

3.5 LET US SUM UP

In this chapter, we have seen the life cycle of the APT. We have seen the different threats and
attack vectors which are part of the APT. Apart from this, we have seen tools and techniques
which are used in the APT attack. Also, we have seen the different phases of the cyber Kill

chain along with the other technical details.

3.6 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

Check Your Progress 1

1. Email Attachments, File sharing, Pirated software
2. Fallout, Neutrino, Angler

3. Unpatched software, Misconfigured Devices, Fuzzing

45



Check Your Progress 2

1. Email address harvesting and social media related data
2. Msfvenom, Veil
3. Nmap, Nessus

4. Exploiting Network devices and Protocols
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4.1 LEARNING OBJECTIVES

After studying this unit student should be able to:
e Learn different cyber security-related frameworks which are essential for an

organization to follow to create robust security infrastructure and enforce the strong
policy mechanism.

e Understand compliances and regulatory frameworkto protect assets and data.

4.2 INTRODUCTION

We have already learned the concept of the importance of cybersecurity and many other
technical aspects related to it. But it is also important to establish for an organization to

comply according to business functions with security standards and norms which exist.

As there is a rise in a number of cyber attacks increases day by day on the different
organization it has now become essential to protect their assets and data. So there are multiple

compliances and regulatory framework which organization has to follow.

43CYBER SECURITY POLICY

The role of policy is to construct the guidelines and principles for the management. It will
help them to take future decisions and serve them as an implementation roadmap. The policy
has a clear and defined measure that how the organization will protect their assets and

information systems and will make ensure it complies with legal and regulatory requirements.

The goal here is to protect the organization, its vendors, customers, partners, from the
resulting effect of the intentional or accidental damage. Also to protect the integrity of the

data and availability of the systems for the continuity of the business.

Cybersecurity policy is not easy to understand. They become useless if the employee,
customers or stakeholders are unable to understand and follow. So it is very important to have

a good cybersecurity policy in place.

[ovan ] = (e | = [Lason ] == [Lroren ]

e Feedback

e Plan

e Implement

e Communicate

e Research ® Moniter ® Review

e Educate

® Approve e Enforce ® Retire

Figure 4.1 Cyber Security Policy Life Cycle
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4.4 CYBER SECURITY REGULATIONS IN INDIA

Currently INDIA has the Information Act, 2000 and then it was revised in 2008 again. The
Information Technology (Amendment) Bill, 2008 amended a number of sections that were

related to digital data, electronic devices, and cybercrimes.

The Government approved a framework to enhance security in Indian cyberspace for

cybersecurity with the National Security Council Secretariat functioning as the nodal agency.

The National Cyber Security Policy, 2013 was developed to build secure and resilient

cyberspace for India’s citizens and businesses.

The Ministry of Electronics and Information Technology said that the policy aims to protect
information and the information infrastructure in cyberspace, build capabilities to prevent and
respond to cyber threats, reduce vulnerabilities and minimize damage from cyber incidents
through a combination of institutional structures, people, processes, technology, and

cooperation.

Additionally, the Indian Computer Emergency Response Team (CERT-In) is responsible for
incident responses including analysis, forecasts, and alerts on cybersecurity issues and

breaches.

As the INDIA is moving towards digitization government has become more strict in the
banking and financial sectors. As to provide security to the transactions and payments for the

customers of banks is a must.

Due to the recent cyber-attacks on banks in India has left everyone worried. Such as Pune
based Cosmos Bank recently saw a massive security breach where Rs 94 crore was siphoned
off. In a similar incident, about $2 million was stolen from City Union Bank through a cyber-
attack. The Union Bank of India also fell prey to a hacking attempt and lost around $171

million, though they managed to recover it.

Taking into the account for the essential need to secure from cyber-attacks, Reserve Bank of
India(RBI) which is the central regulatory and monitoring authority for controlling operations
of banks in India. RBI has issued multiple circulars such as RBI/2015-16/418
DBS.CO/CSITE/BC.11/33.01.001/2015-16 and circular RBI1/2018-19/63,
DCBS.CO.PCB.Cir.No. 1/18.01.000/2018-19, Dated 19th October 2018 for Urban Co-

operative Banks for Cybersecurity Compliance.
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All Urban Co-operative Banks are required to comply with the various guidelines prescribed
and submit the report of Cyber Security Compliance after framing all the required policies

and implementation of Cyber Security Controls.
Let us take look into the details given by RBI from both the circulars.

Cyber-security Policy: Banks has to immediately put in place the cybersecurity policy which
contains a strategy that how the bank is dealing with the cyber threats and what is the
readiness of the current defensive measures. Also to provide details regarding proper incident
response and recovery framework. This policy needs to be approved from the board of

members who are appointed by the RBI.

Also as per the RBI Cybersecurity policy should be different from the IT security policy of
the bank.

Current State Assessment (As per RBI Cyber Security Framework)
1. Current State Security Assessment (CSSA)
a. An interactive workshop to assess your current and desired state
b. Security assessments that assess the current security landscape in your organization
c. Recommendations for improvement
d. The development of a security roadmap based on business and technology
initiatives
2. CSSA - Value Proposition
a. Org level view of data security control strengths and weaknesses
b. Understand business and technology risks
c. ldentify critical, necessary and good-to-have controls

Drafting of Policies & Procedures & Implementation of Cyber Security Controls (As
per RBI Cyber Security Framework)

Implementation

. Security policies and procedures drafting & review

a
b. Risk assessment

o

. Documentation structured storage and taxonomy

o

. Compliance with RBI guidelines
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e. Security Awareness Training

Implementation and Management of CSOC (As per RBI Cyber Security Framework):
Continuous surveillance and real-time analysis were required as it helps in taking actions
faster when attacked from outside. New guidelines would require banks to implement 24*7

real-time based surveillance.

Cyber Crisis Management Plan: The RBI circular calls for the establishment of a Cyber
Crisis Management Plan to address the full lifecycle of detection, response, containment, and
recovery. CCMP should address the following four aspects: (i) Detection (ii) Response (iii)
Recovery and (iv) Containment. Banks need to take effective measures to prevent cyber-
attacks and to promptly detect any cyber-intrusions so as to respond/recover/ contain the

fallout.

Readiness Check/Audit to make sure that the RBI Cyber Security Framework has been

successfully implemented.

National Cyber Security Policy, 2013: National Cyber Security Policy is a policy

framework by Department of Electronics and Information technology (DeitY).

It aims at protecting public & private infrastructure from cyber attacks. It also intends to
safeguard critical information such as personal information, financial & banking information,

and sovereign data. Let us look into the details.

1. Set up of a 24x7 National Critical Information Infrastructure Protection Centre (NCIIPC)
for obtaining strategic information regarding threats to ICT infrastructure, creating scenarios
for a response, resolution and crisis management through effective predictive, preventive,

protective, response and recovery actions.

2. Creation of a task force consisting of 5,00,000 cybersecurity professionals in the next five

years through capacity building, skill development, and training.

3. Provision for fiscal schemes and incentives to encourage entities to install, strengthen and

upgrade information infrastructure with respect to cybersecurity.

4. Designation of CERT-In as the national nodal agency to coordinate cybersecurity-related

matters and have the local (state) CERT bodies to coordinate at the respective levels.

5. All organizations to designate a CISO and allocate security budget.
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6. Use of Open Standards for Cyber Security.

7. Development of a dynamic legal framework to address cybersecurity challenges (Note:
The National Cyber Security Policy 2013 does not have any mention of the IT Act 2000)

8. Encouragement of wider use of Public Key Infrastructure (PKI) for government services.

9. Engagement of infosec professionals/organizations to assist e-Governance initiatives,
establish Centers of Excellence, cyber security concept labs for awareness and skill

development through PPP — a common theme across all initiatives mentioned in this policy.

10. Apart from the common theme of PPP across the cybersecurity initiatives, the policy
frequently mentions of developing an infrastructure for evaluating and certifying trustworthy

ICT security products.

4.5 CYBER SECURITY REGULATIONS IN OTHER
COUNTRIES

Below are the major regulations entities in the European Union(EU)

European Union Agency for Network and Information Security(ENISA): An
agency was initially organized by the regulation number 460/2004 of the European
Parliament and of the Council of 10 March 2004 for the sole purpose of raising
information and security awareness for all the operations within the EU. ENISA
currently runs under the regulation number 526/2013 which is the latest one. Their
website has all the details related to the current policies, regulations and other

cybersecurity related information. https://www.enisa.europa.eu.

EU General Data Protection Regulations(GDPR): It is created to maintain a single

standard for the data protection among all the member states in the EU.

4.6 CYBER SECURITY POLICY FRAMEWORK

Now we will learn different cybersecurity policy framework for different business functions

and understand how they are important.

Health Insurance Portability and Accountability Act(HIPAA): HIPAA was first enacted
in 1996. HIPAA was established as a standard to protect the individuals' electronic personal
health information(ePHI). To fulfill this U.S. Department of Health and Human
Services(HHS) published the HIPAA Privacy Rule and HIPAA Security Rule.
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Privacy rule deals with the standards set for the privacy of individually identifiable health
information. Security Rule takes care of security standards for protecting health information

that is in the electronic form.