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1 Principles of Cyber Security 30 15 70 28 | 100 43
2 Cyber Attacks & Counter 30 15 70 28 | 100 43
Measures: User Perspective
3 Cloud Computing 30 15 70 28 | 100 43
4 Application and Network 30 15 70 28| 100 43
Security Course
5 Introduction to Hacking 30 15 70 28 | 100 43
6 Cyberspace and Its 30 15 70 28 | 100 43
Governance
7 LAB : APPLICATION CYBER SECURITY LAB 100 >0
g 100 50
LAB : NETWORK CYBER SECURITY LAB J

MSCS0201:Principles of Cyber Security

UNIT I: Cyber Security Essentials Learning Objectives , What is Cyber Security ,Indian
Cyberspace , Security Concepts ,Basic Cryptography , Public Key Infrastructure ,

UNIT 2: Attack Vectors, Threat, Risk And Vulnerability Learning Objectives ,
Introduction, Key Terminologies, Attack, Risk Assessment

UNIT 3: Advance Persistent Threat ‘And Cyber Kill Chain Learning Objectives ,
Understanding the Problem, Advance Persistent Threat,Cyber Kill Chain,

UNIT 4: Cyber Sex Irity. Framework Learning Obj_et:tiVes Introduction, Cyber security
Policy, Cyber security Regulations in INDIA, Cyber security Regulations In

Other Countries, Cyber security Policy Framework,

Information Warfare, Cyber terrorism, and Hacktivism, Terrorism, Radicalization,

deas, Trade Secret Theft and Economic Espionage, National




MSCCS 202:Cyber Attacks & Counter Measures: User Perspective

UNIT 1: Learning Objectives, Introduction, Cyber Attack, Types of Cyber Attack and
Threats, Motivation.

UNIT 2: Learning Objectives, Introduction to Asset, Vulnerability and Threats, Risk
Management.

UNIT 3: Organization Security & FrameworksLearning Objectives, Introduction to
Information Security Framework, Policies, Standards, Baselines, Guidelines and
Procedures.

UNIT 4: Introduction to Cryptography Learning Objectives, Introduction, Definition of

Computer Forensics, Cyber Crime, Evolution of Computer Forensics, Stages of
Computer Forensics Process, Benefits of Computer Forensics, Uses of Computer
Forensics, Objectives of Computer Forensics, Role of Forensics Investigator,
Forensics Readiness, Issues Facing Computer Forensics.

UNIT 5:  INFORMATION SECURITY GOVERNANCE Introduction to information

security governance, Desired Outcome, Benefits of Information Security
Governance, Importance of information security and information security
governance, legal frameworks, Sarbanes-Oxley Act (SOX), Health Insurance
Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley Act of 1999
(GLBA), Security standards and procedure, Why do we need security standards?.

MSCCS 203: Cloud Computing

UNIT 1: Infrastructure as a Service& Platform as a Service L_earning. Objective, Qloud
'. Service Models, Infrastructure as a Service, Platform as a Service, Case Studies.

UNIT 2: ‘Software as a Service and Database as a Service Learning Objectives, Software as
' a Service (SaaS), Database as a Service (DBaaS).

UNIT 3: ‘Security as a Service Learning Objectives, Introduction to Security as a Service,

Cland Security Risk analysis, S S ies, Benefits Of Security As A
Cloud Security Risk analysis, S,ECaa,_S Cgte_gorl_es, Bene
i?:;ce,ﬂvahgtlonof Cloud Security Issues, Cloud Security Standards.

oud Services Learning Objectives, Recovery as a Service (RaaS),

rvice (IDaaS), Storage as a Service, Communication as a Service

»ncern for cloud users, Risks, Privacy Impact A’sses’srnen.t,
‘Security of '-D'_ataba's'é%.Sfe_r?\'-i'ces. OS security, VM Security,
sed by Shared Images and Management OS, XOAR, A Trusted
B avioes d Security Cloud Security and Trust

lotd y Defense -'Stfate'gies-,,Dﬁi:s.'tribut_ed-Intfu's.ionm_nomaly



MSCCS-204

Detection. D
» Data and Software Protection Techni i i
_ ues, Reputation-
Protection of Data Centers ML

Application and Network Security Course

UNIT 1

UNIT 2

UNIT 3

UNIT 4

UNIT 5

Desktpp Secuyity, Programming Bugs and Malicious Codes, Database
Security,Operating System Security

Disaster Recovery, Digital Signature, Ethical Hacking, Penetration Testing,
Computer Forensics

ISO R?OQI, cyl.:aer_law- and it act-2000, international standards for cyber security
audit and investigation, cyber security solutions

E-mail security, web application security, web browser security, e-commerce
security

Wireless network security, security issues in wireless networks, securing a
wireless network, mobile device security

MSCCS205 : Introduction to Hacking

UNIT 1

UNIT 2

Introduction: Hacking, Types of Hacking/Hackers, Cybercrime, Types of
cybercrime, Hacker Mind _sét, Threats, Concept of ethical hacking, , Phases
involved in hacking, Role of Ethical Hacking, Common Hacking Methodologies,
Profiles of Hackers, Benefits of Ethical Hacking, Limitations of Ethical Hacking

Foot Priﬁt:i'ngj & Reconnaissance: Introduction to foot printing, Use of foot
printing, Types of foot printing, Understanding the information gathering process,
Information on a company website, methodology of the hackers, Tools used for
the reconnaissance phase.

System Haclhng System hacking, Types of System hacking, hacking tools,

Computer Hole, Hacking Process, Various methods of password cracking,

rd Guessing, Role of eavesdropping, Keystroke Loggers, Types of
ers, Detection, Prevention and Removal

Sniffer, Types of Sniffer, Protocols Susceptible to Sniffing,

‘and Worms;Overt and Covert Channels, Types of
Trojans, Netcat Trojan ,Indications of a Trojan




Veriﬁcatmn Sob i ans, Trojan-Evading Techniques, System File
Differc JeClive to Trojan Countermeasures Viruses and Worms

MSCCS-206

Cyberspace and Its Governance
UNIT 1 Cyberspace — An Overy
CyberspaceForms of Cybe
Lawrence Lessi g

iew of the Concept, Inherent Characteristics of
rspace Regulations,Cyberspace Regulatory Theory of

UNIT2 Outline of Legislative Framework for Cyber Law,History and Emergence of

Cyber LawOutreach and Impact of Cyber Law,Major Amendments in Various
Statutes

Establishment of Personal Jurisdiction in Cyberspace,Overview of Tests and
InteractivityJurisdictional Approaches of Online Contract,Basis of Jurisdiction
and Indian Approach '

UNIT 3

UNIT 4 Indian Constitution and Freedom of Expression,Examination of Rigl.lts Under
Indian Laws,The Legislative Responses in Cyberspace National Sovereignty And
Freedom Of Expression

LAB :APPLICATION CYBER SECURITY LAB

Expt-1 Study of steps to protect your personal computer system by creating User Accounts with
Passwords and types of User Accounts for safety and security.

/ the steps to remove Passwords from Microsoft Word

ods of protecting and securing databases.
ords” and “passwords cracking techniques”.

ng password.

[



> features of firewall

in providing network security and to set Firewall

liffe

ure S curity of any one web browser (Mozilla Firefox/Google Chrome)

©s of vulnerabilities for hacking a websites / Web Applications.
Vulnerabilities of E-commerce services.

nerabilities of E-Mail Application.




