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SUBJECT: Principles of Cyber Security
ASSIGNMENT QUESTION PAPER-FIRST

ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

1. Tl Ue R B AT H B BRAT A B

02. favafdemer g1 yar AT SRgRABRI # & I UUT g BT AaR] |

03. FAN P ITRYRTHT & YoF TS Pl AEIYad G- WX iR ITH I v &1 7ous &6 X Sl SaRgRadT &
T U W aifhd far 2

04. AR P ITRYRKDT A0 AT b= W 3 [fY T ST HR SHD! Uraehl 3aed U Py |

Al 9 U3 8 BT A 8 | 9 Ul & 3 99 |

Q.1  Explain information warfare and discuss the role of cyber terrorism and activism in it.

Q.2 Whatis an Advanced Persistent Threat? Explain its characteristics with suitable examples

Q.3 What are attack vectors? Explain key terminologies related to threat, risk, and vulnerability.

Q.4  Whatis a cyber security policy? Explain the need for a cyber security policy framework.

Q.5  Define Cyber Security and explain its importance in the context of Indian cyberspace.
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1. Discuss major cyber security regulations in India and briefly explain cyber security
regulations followed in other countries.

2. Describe the process of risk assessment and explain its objectives in cyber security
management.

3. Discuss trade secret theft and economic espionage. Explain their impact on national security.

4. Explain basic security concepts and discuss the role of cryptography and Public Key
Infrastructure in cyber security.

5. Explain the concept of the Cyber Kill Chain and discuss its importance in understanding
cyber attacks.
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1. What is information security governance? Explain its desired outcomes and benefits.

2. Define assets, vulnerabilities, and threats. Explain their relationship in the context of cyber
security.

3. Explain the concept of an Information Security Framework. Discuss the importance of
policies, standards, baselines, guidelines, and procedures.

4. Define a cyber attack. Explain different types of cyber attacks and threats along with their
motivations.

5. Define computer forensics. Explain the evolution and stages of the computer forensics
process.
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1. Describe organizational security frameworks and explain their role in protecting information
assets.

2. Discuss the role and responsibilities of a forensic investigator. Explain the benefits and uses
of computer forensics.

3. What is risk management? Explain the steps involved in managing cyber security risks.

4. Explain the concept of cyber threats and discuss the major factors motivating cyber attacks.

5. Explain the importance of information security governance with reference to legal
frameworks such as SOX, HIPAA, and GLBA.
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1. Explain Recovery as a Service (RaaS) and Identity as a Service (IDaaS).

2. What is Security as a Service (SECaaS)? Explain its categories and benefits.

3. Explain the cloud service models with special reference to Infrastructure as a Service (IaaS)
and Platform as a Service (PaaS).

4. Define Software as a Service (SaaS). Explain its architecture and advantages.

5. Discuss major cloud security risks and explain the importance of privacy impact assessment
and cloud data encryption.
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1. Describe Infrastructure as a Service and Platform as a Service with suitable case studies.

2. Discuss cloud security risk analysis and explain major cloud security standards.

3. What is Database as a Service (DBaaS)? Discuss its features and benefits.

4. Describe Storage as a Service and Communication as a Service (CaaS) with examples.

5. Explain cloud security defense strategies with reference to OS security, VM security, trusted
hypervisor, and distributed intrusion/anomaly detection.
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1. Explain ISO 27001 and its importance in information security management systems.
2. What is disaster recovery? Explain its role in organizational information security.
3. Explain e-mail security threats and methods used to secure e-mail communication.

4. Explain desktop security and discuss common programming bugs and malicious codes that
affect system security.

5. Explain wireless network security and identify major security issues in wireless networks.
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1. Discuss cyber law with special reference to the IT Act, 2000, and international standards for
cyber security audit and investigation.

2. Explain digital signatures, ethical hacking, and penetration testing. Discuss their significance
in cyber security.

3. Discuss web application security, web browser security, and e-commerce security.

4. Describe database security and operating system security. Explain their importance in
protecting information systems.

5. Discuss methods for securing wireless networks and explain key aspects of mobile device
security.
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1. Explain Trojans, backdoors, viruses, and worms. Differentiate between viruses and worms.

2. What is footprinting and reconnaissance? Explain its purpose and types in the information
gathering process.

3. Define hacking and cybercrime. Explain different types of hackers and cybercrimes along
with the hacker mindset.

4. Explain system hacking and its types. Describe the complete system hacking process.

5. What are sniffers? Explain types of sniffers and protocols susceptible to sniffing.
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1. Describe the methodology used by hackers during reconnaissance and explain the tools used
in the foot printing phase.

2. Describe active and passive sniffing techniques. Explain ARP spoofing, DNS spoofing,
MAC flooding, and sniffing countermeasures.

3. Discuss various password cracking methods including remote password guessing,
eavesdropping, and keystroke loggers along with their detection and prevention.

4. Explain ethical hacking. Discuss the phases involved in hacking, common hacking
methodologies, and the role, benefits, and limitations of ethical hacking.

5. Discuss Trojan construction techniques, evasion methods, and countermeasures. Explain
antivirus techniques and virus detection methods.
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1. Explain the relationship between the Indian Constitution and freedom of expression in
cyberspace.

2. Trace the history and emergence of cyber law and explain the need for a legislative
framework.

3. Explain the concept of personal jurisdiction in cyberspace and discuss the tests used to
establish jurisdiction.

4. Explain the concept of cyberspace and discuss its inherent characteristics as described by
Lawrence Lessig.

5. Discuss legislative responses to challenges in cyberspace affecting freedom of expression.
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1. Examine the rights related to freedom of expression under Indian laws in the digital
environment.

2. Discuss the outreach and impact of cyber law and explain major amendments made in
various statutes.

3. Describe jurisdictional approaches to online contracts and explain the Indian approach to
cyber jurisdiction.

4. Discuss various forms of cyberspace regulation and explain Lessig’s regulatory theory of
cyberspace.

5. Explain the concept of national sovereignty in cyberspace and its impact on freedom of
expression.
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