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DIPLOMA IN CYBER SECURITY (SESSION JUNE-JULY, 2026)
SUBJECT: FUNDAMENTAL OF CYBER SECURITY

ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

01. M U W @I el # 8 BT i B

02. feafaemer grT verr WA IaRyRaaRit # & W= UeTus g w)Ar Afard ¥

03. WA S SRYRIAST & U I Bl HGEIgad G- W iR IEH S A9y & v g1 o8 ol SRyRadl &
WM g W 3ifed faar 2

04. AR P ITRYRKDT AU ALTTT Des U ST B SHD! U] e UT N |

HIc: U FHIB 01 W 05 TP B U ATYSTRIY T B | TP U 02 3(F FT & |

Q.1  Explain the types of attacks in cyber security.
ISR YR T Ul b YbR Tl |
Q.2 Discuss about various Data Privacy attacks.
faftrer Ser TiuHTad gHel & IR # == B |
Q.3  Difference between HTTP and HTTPS Protocol.
HTTP 3R HTTPS UICIbId & siid T 3R 82
Q.4 What are the fundamental principles of cloud security design?
FNSE YREf &I & Hend Rl &
Q.5  Define foot printing.
B Tl &1 aRuIid &3

Alc: U3 BHID 06 I 10 TP P U SHScN U 2 | AP U3 04 b BT ¢ |

Q.6 Describe how firewall can be used to protect the network?
cqd B YR&f & oY BRRATd &1 SUANT ¥ T S Tehdl 82
Q.7  Explain briefly the vulnerabilities, threats, and attacks. What is the relationship between them?
FHHSINY, FaR! SR HA! B! HaT T THT | 37 dd 1 Haef g2
Q.8  Distinguish about various types of web threats for Organizations.
15! o forY fafisl UepR & 9 WeRl & IR H 3R 91|
Q.9  Provide some examples of [aaS implementation.
laaS HFIIT P PG JaleXU Yald B

Q.10 Explain in detail the forensic analysis of E-mail.

3.0d & BRSPS ARy &l fowR T IHgmsd |
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DIPLOMA IN CYBER SECURITY (SESSION JUNE-JULY, 2026)
SUBJECT: FUNDAMENTAL OF CYBER SECURITY

ASSIGNMENT QUESTION PAPER- SECOND MAXIMUM MARKS: 30

01. M U W @I el # 8 BT i B

02. feafaemer grT verr WA IaRygRaaRlt # & W= UeEus 8w Afard ¥

03. AT S SRYRAST & U I Bl HGEIgad G- W iR IEH S A9y & v 81 o8 Sl SRyRadl &
T U R 3ifhd fhar ¥

04. AN BT ITRYRADT AU LTI Dbvs R ST HR SHD! Uil 3G9 I b |

AIc: U FHIG 01 W 05 TH B Y AYSTRIY T T | UAS e 02 3F &7 2|
Q.1  Distinguish between Software attacks and Hardware attacks.

HIgedeR gHA! SR TSI gHal b o1 SR Fan|
Q.2 Define the terms Mobile phone theft and Hacking Bluetooth.

HieTgd B IRT 3R 8T SgY Weal BT TR HI

Q.3 What are the N-tier web applications?

LEATDNCERUINERIE KN K

Q.4 What are the disadvantages of virtualization?
TYAATZOIRA & T THIH g2

Q.5  What are the social networking sites?
IR AeafdT HIse o 52

Al U BHIB 06 H 10 Ob P YT SIUSciT U 2| UAb U 04 3P BT 2 |

Q.6 Describe briefly the CIA Triad and how to achieve it.
RSN TS o7 HAY H I HY 3R T B U B |

Q.7  Discuss the need of firewall in VPN along with its types.
AT H BRIRATA B STl 3R 39P UHR W i Y|

Q.8  Differentiate symmetric and Asymmetric Encryptions.
AT TR SrEAIAT PRI BT 3T Y|

Q.9  Describe the major features of the Aneka Application Model.
3T UIHRH Ared 1 U faRivarstt &1 auiH o |

Q.10 What is NetBIOS Enumeration?
NetBIOS UM T 52
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SUBJECT: NETWORKING CONCEPTS & SECURITY

ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

01. I U W @I gl # g Bl AR w1

02. faeafiene™ gRT Uer 9 IcRYRTSRT § 8 WA UTUF 8 BT 1 © |

03. VAT P STRYRIST & U2 TS Bl AEEFIGEd IR WX AR ITH ST A9 &1 7797 &1 Y Sl SRYKIDI B
T U W 3ifhd fHar 2|

04. TN P ITRYRKDT AU ALTTT Des R ST B SHD! Uil e T N |

HIc: U FHIB 01 W 05 TP B U TYSTRIY T B | TP U 02 3(F FT & |

Q.1  Define network security.
e GR& B URUIT B,
Q.2 What do you mean by ESP?
ST ¥ 310 T GHI 52
Q.3 List the limitations of SMTP/RFC 8227
THUHCY SRUGH 822 B HATE Ghtarg B2
Q.4 What are virus scanners?
AR TR 12
Q.5  What are fake hotspots?
TH T gleTdie T 57

Alc: U3 BHID 06 I 10 TP P U SHScN U 2 | AP U3 04 b BT ¢ |

Q.6 What are the two security services provided by [PSec?
IPSec GRT TS &1 S dTell &l YR&T JaTd o1 82
Q.7  Give the typical requirements of a secure distributed system.
Te FRfard faaia yomeht @t Ay srawaearnt sarsd |
Q.8  What are the difference between DOS and DDOS?
DOS 3R DDOS H FT 3R §?
Q.9  What are the tools available for session hijacking? Explain briefly how they work.
T UG & foTT I A JUSRU Juasy 52 Y&Y H FTC b 9 3 H1H $d 6|
Q.10 Discuss the security of additive, multiplicative and affine ciphers against known plaintext attacks.

A THeRe Hdl P fa9g TN, UMD 3R Ttk TR BT TR&T W == B |
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SUBJECT: NETWORKING CONCEPTS & SECURITY

ASSIGNMENT QUESTION PAPER- SECOND MAXIMUM MARKS: 30

01. I U W @I gl # g Bl AR w1

02. foeafaener gwr ver WA ScRgRadRil # & W URAuS 8 AT A B

03. AT PR STRYRIST & U TS Bl AEEFITEd RN X AR IGH IUT A9 &1 9T & Y Sl STRYKIDI B
T U W 3ifhd fHar 2|

04. TN P ITRYRKDT AU ALTTT Des R ST B SHD! Uil e T N |

HIc: U FHIB 01 W 05 TP B U TYSTRIY T B | TP U 02 3(F FT & |

Q.1  List the design goals of firewalls?
HTRIRalel o fSlSH Tedl Bl il a2
Q.2 Describe the goals an ideal password authentication scheme should achieve.
31 71gdl 1 qUH B o1 T 311G =l IS GHTUfeRUT AISHT bl U bRl <llfe |
Q.3 What is meant by IP Spoofing?
3TSY TYfthT BT T A 82
Q.4 Define virus. Specify the types of viruses?
ATRY ! URHIT X | GTERY b YR FATL?
Q.5  What do you understand by wireless encryption?

IR Ufh @A & 31T T THTd 32
Al U3 BHIG 06 I 10 TP B YT SR U B | AP U 04 IJH BT 2 |

Q.6 Explain the OSI security architecture.

OSI TR&M SMfhcR Pt ARSAT He |
Q.7  What is SNMP? How does it work, explain?
THUATHU! 1 82 T8 B8 PTH PRl 8, GHRA?
Q.8  Explain HTTPS in brief. Briefly discuss the working of SSL Record Protocol.
HTTPS I Y& # GHSY | THTHTA Rebls Ucldicl Sl SrIYUITel WR Had H =i $i |
Q.9  What are the requirements of cryptographic hash functions?
forernfipe T HraRd I SaRIdHATS 1 52
Q.10 Explain De authentication briefly.
St yHTONieBRUr 1 HaU H wHEEA |
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SUBIJECT: FUNDAMENTALS OF WEB APPLICATION SECURITY

ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

01. I U W @I gl # g Bl AR w1

02. faeafiene™ gRT Uer W IScRYRIHR § & WA TS 8 BT T 7 |

03. VAT P STRYRIST & U2 TS Bl AEEFIGEd IR WX AR ITH ST A9 &1 7797 &1 Y Sl SRYKIDI B
T U R 3ifhd fhar ¥

04. TN P ITRYRKDT AU ALTTT Des R ST B SHD! Uil e T N |

HIc: U FHIB 01 W 05 TP B U ATYSTRIY T B | TP U 02 3(F FT & |

Q.1  Explain common web application functions and benefits of web applications.

T IS TRIHRH Ry 3R 9 TRIHRI 3 TTH 1 RS |
Q.2 What is HTTP protocol? Explain HTTP request phase with header fields.
HTTP UICIHId T 82 §eX WIee & WY HTTP SFR1Y R0 & JHE |
Q.3 Explain SQL injection into different statement types?
fafifd Tete UHRI H SQL SolaRM & ARAT HY?
Q.4  Discuss about the BeEF Framework.
ST BHaD & IR H == DI
Q.5 Differentiate between LFI and RFI.
TAUH TS IR SRUBSHTS b &1 SR T |

Al U BHIB 06 § 10 Ob P U SIUSciT U 2| UAb U 04 3P BT 2 |

Q.6 Write about the risk exposure over time.
THY & 1Y SIRGH SiiRdH & aR # ford|

Q.7  What are the most important steps you would recommended for securing a new web server

and web application?

T U 99 ok 3R Id URIB A B JI&T B & 7T 310 B I G HeaqUl HeH JHAE?
Q.8  Discuss bypassing a login procedure.

MR UfehdT &1 SRIUTY B WR T B,
Q.9  Explain Leveraging XSS with the Browser Exploitation Framework?

STIUR TNYUT 1D & HIY XSS BT TAIH IS B RS HY?
Q.10 Explain Unicode encoding and HTML encoding.

ABIS THIST 3R HTML ThIST ! T |
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SUBIJECT: FUNDAMENTALS OF WEB APPLICATION SECURITY

ASSIGNMENT QUESTION PAPER- SECOND MAXIMUM MARKS: 30

01. I U W @I gl # g Bl AR w1

02. faeafiene™ gRT Uer W IScRYRIHR § & WA TS 8 BT T 7 |

03. VAT P STRYRIST & U2 TS Bl AEEFIGEd IR WX AR ITH ST A9 &1 7797 &1 Y Sl SRYKIDI B
T U R 3ifhd fhar ¥
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HIc: U FHIB 01 W 05 TP B U TYSTRIY T B | TP U 02 3(F FT & |

Q.1  Explain the web services with example.

99 Yar3it Bl IETeR0 Higd TS |
Q.2 Explain database hacking?

STEY i & IR # g
Q.3 Describe Mitigation plans.

X ISHTSHT BT JUH B,

Q.4  Whatis XSS? Discuss some mechanisms to prevent XSS attacks.
TRITI T 82 XSS §HA! &1 A & o & dof IR =i He |
Q.5  Discuss protection against CSRF.
HTHSRUT & FR&T W I B |
FIc: T SHIB 06 F 10 TH & U HSTN U © | UAD U 04 3P &7 © |

Q.6 Explain reflected XSS Vulnerability.
yfdfeifad XSS Wedl & Wy |
Q.7  Explain how Mod Security is used to block the attacks on web applications?
TG b 3 U= R gHel 1 A o forg Ars Riaiet o1 IudhT o fobar & &2
Q.8  How the SQL injections can be found out. How can we prevent it?
SQL SR 5 TdT @I o Tobell 3| 8H 38 A Thd 87
Q.9  What is a Daniel of service attack? Discuss different ways in which an attacker can mount a
DOS attack.
SHTa sifts wfdy e a1 82 3 faftred aliep! R = X oI $1s gHATER DOS GHE IR
TS5
Q.10 List and explain the different Pen tasting flash based applications.

faftr 97 T vty enenfa vl &t it §1Y iR qHEY|
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SUBJECT: OPERATING SYSTEM SECURITY & FORENSICS
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01. I U W @I gl # g Bl AR w1

02. foeafaener g ver WA ScRgRadRil # & W URAuS 8 A1 A B
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Q.1  Write a short note on file system mounting.
BT ReH ARSI WR U i fewoft ford|
Q.2 What is a pipe? Using pipe, how IPC can be implemented.
TI2Y 1 82 U &1 SUTNT HRab MU B vy a1 faat off el B
Q.3 Describe Repository Configuration.
RUTforedt SIHTRTA BT qUH B |
Q.4  Explain multithreading models.
AT Alge I
Q.5  What do you mean by Digital Media? Explain with its types.

feforee Mifear @ 3mg o1 IHe« 82 59% PR Iied IHgS |
Al U3 BHIG 06 I 10 TP B YT SR U B | AP U 04 IJH BT 2 |

Q.6 How diverse directory files are linked with “Root Directory”? Explain the importance of each.
ee SRR & A1y fafay AR wred o It g3 &2 A &1 7 WF HY|

Q.7  Explain the concept of booting. Discuss the process of installation of Fedora Linux.
[T BT HTYRUN D! THIRY | BRI (R B RITGAT D1 WichaT R 7! Y|

Q.8  Explain different methods used to solve the problem of security at the operating system level.

SHTIRIT RieH TR WR YRET &) ORI D! 5 B o [ SUART Bt S arent fafde fafert ot

RS DY |

Q.9  What is Anti-virus? Discuss the Anti-virus Software’s.
TEIRY HI1 87 UE-aRRY HitediR IR 9df &y |

Q10  What are the examination steps in operating system forensics?
SHTORfET Rkew BRRYS & S & 9RO 1 52
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01. I U W @I gl # g Bl AR w1
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Q.1  Explain the purpose and types of backup.

I 3HY BT I Td UHR AT |

Q.2 What is the purpose of Command Monitoring?
HHIS AR BT 574 R 52

Q.3 What are the roles and responsibilities of a system administrator?
e U= &1 YAt ok eial s g2

Q.4 Explain the terms “‘WORMS’ and ‘VIRUSES’ with reference to system threats.
Rrees @Rl & GeW # ' 97 SR AR Wsal &1 RS R |
Q.5  What do you understand by Information explain with its type.

I Y 3T T GHS § 3P UHR Aled WY B |
I U BHIG 06 ¥ 10 Th P Y HST I B | UAD U 04 3iH BT 2 |

Q.6 What is data loss? What are the Causes of data losses?
ST 1M M 52 ST BT &b BRI AT 62

Q.7  Discuss the concept of trouble shooting Linux in GRUB mode.
GRUB 8 ¥ Linux &I HaRUI 1 S[@ROM W =i Y|

Q.8  What is Network Authentication? Describe in brief.
s YHTUER0T T 52 HaT # qui &,

Q.9  Define the term security. Explain various goals of security.
Y& Xt DI URUTT B3 | GR&f & faftret dedl &l gHensd|

Q.10 What tools are most useful when conducting operating system forensics?

STRFET ey BRRIS BT aTa HRd THT B I IUBIV a8 IUTRT 8l 82
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