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SuBJECT: Cyber Crime, Laws & Forensic Investigation
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Ques 1.Unit 1: Define the nature and scope of Cyber Crime and provide a detailed

explanation of Social Engineering and Property Cyber Crime categories.

Ques 2. Unit 2: Discuss the necessity of an Information Security Policy and explain the role

of ISO standards in establishing corporate security policies.

Ques 3. Unit 3: Explain the regulatory framework of the IT Act 2000, specifically focusing on
the roles and functions of the Certifying Authority and the Cyber Appellate Tribunal.

Ques 4.Unit 4: Analyze the various offenses, penalties, and adjudications defined under the
Information Technology Act 2000 and its subsequent amendments.

Ques 5. Unit 5: Describe the process of digital evidence collection and preservation, and

explain how tools like Hashcat are used in password cracking during an

investigation.
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Ques 1. Unit 1: Identify and describe the various types of White collar Crimes and explain

how Software Piracy impacts intellectual property rights.

Ques 2.  Unit 2: Explain the Policy Review Process and why it is critical for maintaining an
effective Email Security policy within an organization.

Ques 3. Unit 3: Discuss the legal significance of Digital Signatures and Electronic

Evidence under the regulatory framework of the IT Act 2000.
Ques 4. Unit 4: Detail the specific Punishments for contraventions as outlined in the
Information Technology Act 2000 and mention the role of judicial

pronouncements.

Ques 5. Unit 5: Describe the technical process of E-Mail Tracking and Recovery and

explain the role of eDiscovery in a cyber forensic investigation.
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Ques 1.  Unit 1: Explain the Enterprise Mobile Environment and discuss how Mobile Crypto

Algorithms contribute to the overall Mobile Security Model.

Ques 2.  Unit 2: Identify the primary security concerns associated with mobile device features

and explain the lifecycle of mobile application development and delivery.

Ques 3.  Unit 3: Compare GSM encryption and authentication methods with VoLTE security,
and describe common attacks targeting WIFI public hotspots.

Ques 4. Unit 4: Discuss the challenges of Mobility Management, specifically focusing on
Network Access Control (NAC) for BYOD and data disposal/sanitization

protocols.
Ques 5. Unit 5: Provide a detailed scenario for testing vulnerabilities in mobile systems,

including common SSL attacks and platform-specific threats for Android and
iOS.
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Ques 1. Unit I: Analyze the Mobile Security Model and explain how the Enterprise Mobile

Environment differs from personal mobile usage.

Ques 2. Unit II: Discuss the security implications of different Mobile Platforms and the best

practices for secure Application testing and delivery.

Ques 3. Unit lll: Explain the working of SSL/TLS in the context of mobile web technologies
and how it protects both server-side and client-side applications.

Ques 4. Unit IV: Evaluate the role of Container Technologies and Exchange ActiveSync

(EAS) in managing corporate data on personal devices.

Ques 5. Unit V: Describe how to perform Wireless Attacks (such as WEP/WPA attacks)

and the tools used for mobile vulnerability assessment.
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Ques 1.  Unit 1: Compare and contrast Infrastructure as a Service (laaS) and Platform as a

Service (PaaS) using relevant case studies to illustrate their applications.

Ques 2. Unit 2: Describe the architecture and learning objectives of Database as a Service

(DBaaS) and explain how it differs from standard Software as a Service (SaaS).

Ques 3. Unit 3: Define Security as a Service (SECaaS) and evaluate the top cloud security

issues and standards used to perform risk analysis in cloud environments.

Ques 4. Unit 4: Explain the concepts of Recovery as a Service (RaaS) and Identity as a

Service (IDaaS), detailing their importance in specialized cloud service portfolios.
Ques 5. Unit 5: Analyze the security risks posed by shared images and management

operating systems, and discuss the role of a "Trusted Hypervisor" like XOAR in

defense strategies.
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Ques.1. Unit I: Define Infrastructure as a Service (laaS) and provide a detailed

explanation of its core learning objectives and service components.

Ques.2.  Unit Il: Explain the concept of Software as a Service (SaaS) and discuss the

benefits of moving to a Database as a Service (DBaaS) model.

Ques.3. Unit lll: Categorize the different types of SECaa$S (Security as a Service) and
explain the specific benefits of outsourcing security to the cloud.

Ques.4. Unit IV: Discuss the utility of Storage as a Service and Communication as a

Service (CaaS) in modern business infrastructure.

Ques.5. Unit V: Analyze the Privacy Impact Assessment in cloud computing and explain

how Cloud Data Encryption serves as a top defense strategy.
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