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DIPLOMA IN CYBER SECURITY (SESSION 2024-25) (June-July)
SUBJECT: FUNDAMENTAL OF CYBER SECURITY
ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30
fun’ki&

01- IHh i’u Lo; dh glrfyfi e gy djuk viuok; gA

02- fo’ofoky; Hjk ink; B=h; mRrjifLrdkvk e gh I=h; 1’ui= gy djuk vfuok; gA

03- I=h; dk; mRrjiflrdk d iFke 1"B dk Bko/kkuhiod ijk tkj vkj mle mih fo'k; dk i’ui= gy dj tk mRrjiflrdk d
iFke 1'B ij vidr fd;k gA

04- I=h; dk; mRrjiflrdk viu v/;;u din ij tek dj midh ikorh vo’; ikir djA

ukvi i’u dekd 01 1105 rd d i’u yXmRrjh; i’u gA iR;d i’u 02 vd dk gA

Q.1

Q.2

Q.3

Q4

Q.5

What are the social networking sites?

e Aeafdh T are F1 52

What are the fundamental principles of cloud security design?
FAT3S Re& FEuire & garud Rigia :ng?

Difference between HTTP and HTTPS Protocol.

HTTP 3R HTTPS WEididl & od T 3R g7

Discuss about various Data Privacy attacks.

faftr Se1 Mu-Tad ghell & aR # =i &3

Distinguish between Software attacks and Hardware attacks.

AP ATR gHA! 3R SIS duR gHd! & oig 3R Jdd|

ukvi i’u dekd 06 11 10 rd di i’u nt%mRrjh; #’u gA iR;d i’u 04 vd dk gA

Q.6

Q.7

Q.8

Q.9

Q.10

What is NetBIOS Enumeration?

NetBIOS 0T & 52

Provide some examples of laaS implementation.

laaS BT B P& 3alerUl Uald B

Distinguish about various types of web threats for Organizations.

TSI b fo fafHel TR & a9 TRl & IR H SR §arl|

Explain briefly the vulnerabilities, threats, and attacks. What is the relationship between them?
HHSINGT, TRl SR GHl b1 &Y W FH | STeb site 1 it ©2

Describe briefly the CIA Triad and how to achieve it.

WAL TS HT WY A Jui ¥ 3R 38 HI U B |
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Q.1  Define foot printing.
e e &t gy &L
Q.2 What are the disadvantages of virtualization?
TYIQATZOIRMA & &1 HIH g2
Q.3 What are the N-tier web applications?
T-feaR 99 TR @ 82
Q.4 Define the terms Mobile phone theft and Hacking Bluetooth.
HIaTSd B IR 3R i g Xsal DI IRHIT Y|
Q.5  Explain the types of attacks in cyber security.
ISR GRE&M H Hcl & YR Fard|
ukvi i’u dekd 06 11 10 rd di i’u nt%mRrjh; #’u gA iR;d i’u 04 vd dk gA

Q.6 Explain in detail the forensic analysis of E-mail.
3-0d & BRIYS fazv0 3 ok O Iy |

Q.7  Describe the major features of the Aneka Application Model.
D] URIDHH ATSH B T [aRITdT3T T o B |

Q.8  Differentiate symmetric and Asymmetric Encryptions.
AT SR ST URPRA B 3erT |

Q.9  Discuss the need of firewall in VPN along with its types.
e & WRRA(d 3 SHTaRAHdl 3R 9P YHR W Id1 B |

Q.10 Describe how firewall can be used to protect the network?

T B YRET & foTT HRRATA &1 SUART B a1 S T 82
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Q.1  What do you understand by wireless encryption?
TR TP ¥ 31U &7 IHe0d 82

Q.2 Define virus. Specify the types of viruses?
IRERY DI GRHTNT B | SR &b YR FdT?

Q.3 List the limitations of SMTP/RFC 8227

TS/ SRUET 822 &1 AT Jllag He?
Q.4  What are virus scanners?

AR R 1 87
Q.5  List the design goals of firewalls?

WRRAIA & fSHTs &l &1 i § 182

ukvi i’u dekd 06 11 10 rd di i’u nt%mRrjh; #’u gA iR;d i’u 04 vd dk gA

Q.6 Explain De authentication briefly.
St YT I JET H THS |

Q.7  Give the typical requirements of a secure distributed system.
U JRférd faala o @ fafkmy sraxgeant sasd |

Q.8  What are the difference between DOS and DDOS?
DOS 3R DDOS H FT 3R &7

Q.9  What are the tools available for session hijacking? Explain briefly how they work.
T3 3(UGRUN & foTT D Y ST IUCT 52 H&Y H FaT¢ i J 8 HH B 3|
Q.10 Explain the OSI security architecture.
OSI YR B TR B HRAT Hr |
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Q.1  What are fake hotspots?
Tl gicwic T 87

Q.2 Describe the goals an ideal password authentication scheme should achieve.

31 A&} BT IuH B O T 311l UrIas YHTOie0T AioiT ol UTe AT 96T
Q.3 What is meant by IP Spoofing?

STSU T &7 o Haad ]2
Q.4  What do you mean by ESP?

ST ¥ 319 T FHAd 82
Q.5  Define network security.

I GR&M DI URHING B,

uktv¥ i’u dekd 06 1110 rd d i’u ntkmRrjh; i’u gA iR;d i’u 04 vd dk gA

Q.6 Discuss the security of additive, multiplicative and affine ciphers against known plaintext attacks.
I WHCRE HA! & [a%g AT, 0N 3R Tith R Bt ReT IR =i e |
Q.7  What 1s SNMP? How does it work, explain?
THUATHY 1 32 8 b HTH BT 5, FHEA?
Q.8  Explain HTTPS in brief. Briefly discuss the working of SSL Record Protocol.
HTTPS P! Y& & THSY | THUHUA Rapis UICIbId &I SRIVUTE! U Had H 7= $Y |
Q.9  What are the requirements of cryptographic hash functions?
fSpOIthed S thaRig B ST AT T 82
Q.10 What are the two security services provided by IPSec?

IPSec GRT UG 1 SfF aTel & YR&T JaTd o1 82

Page 4 of 8



MADHYA PRADESH BHOJ (OPEN) UNIVERSITY, BHOPAL
2 el; in’k Wit leDri fo’ofo Jky';] Hiky
Accredited with “A” Grade by NAAC

DIPLOMA IN CYBER SECURITY (SESSION 2024-25) (June-July)
SUBJECT: FUNDAMENTALS OF WEB APPLICATION SECURITY

ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

fun’k&

01- I i’u Lo; dh gLrfyfi e gy djuk vfuok; gA

02- fo’ofoky; Hjk ink; B=h; mRrjifLrdkvk e gh I=h; 1’ui= gy djuk vfuok; gA

03- 1=h; dk; mRrjifLrdk d iFke i'B dk Do/kuhiod ijk Hj vkj mle mlh fo'k; dk 1’ui= gy dj tk mRrjifLrdk d
iFke 1'B ij vidr fd;k gA

04- 1=h; dk; mRrjifLrdk viu v/;;u din ij tek dj mBdh ikorh vo’; ikir djA

ukvi i’u dekd 01 1105 rd d i’u yXmRrjh; i’u gA iR;d i’u 02 vd dk gA

Q.1  Discuss protection against CSRF.

TTHHRTE ¥ Y& R adi e |
Q.2 What is HTTP protocol? Explain HTTP request phase with header fields.

HTTP NCIhId 1 82 B WIeE & TTY HTTP SFRIY TR0 &I JHSMY|
Q.3 Describe Mitigation plans.

X TSI BT qUH B,

Q.4  Discuss about the BeEF Framework.
SSU PHaD & IR H 9 B |

Q.5  Explain the web services with example.
a9 Jr37l Bl ITeRVT Higd TS|

uktv¥ i’u dekd 06 1110 rd d i’u ntkmRrjh; i’u gA iR;d i’u 04 vd dk gA

Q.6 List and explain the different Pen tasting flash based applications.
fafire O SR wrerr areria SrIorin &t gt §Tg 3R qHEy |
Q.7 What are the most important steps you would recommended for securing a new web server
and web application?
TS U 39 TR 3R 39 WP B! FRIAT B F T 34710 P ¥ Tad Agayu e e
Q.8  How the SQL injections can be found out. How can we prevent it?
SQL 3WIaR Y Udl T S Fhall 8 | H 34 B A bl 67
Q.9  Explain Leveraging XSS with the Browser Exploitation Framework?
STIR XN Gl & 1Y XSS BT AH IS P URHT B2
Q.10 Explain reflected XSS Vulnerability.
yfdffed Xss Werdl &1 Wy 1|
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Q.1  Differentiate between LFI and RFI.
TUH3HTE 3R SRUB3HTE & del ek Tl

Q.2 Explain database hacking?
SIS gfebt & IR H §arg?

Q.3 Explain SQL injection into different statement types?
fafid Wede BRI H SQL ISR &1 RS Hi?

Q.4  What is XSS? Discuss some mechanisms to prevent XSS attacks.
THIUHTY &7 82 XSS §HA! & b & oIt $& ol R ==l i |

Q.5  Explain common web application functions and benefits of web applications.
T 39 TR HaRid 3R Ie TRIDHR P oTHl P RS |

ukWv§ i'u dekd 06 1110 rd d i’u ntXmRrjh; i’u gA iR;d i’u 04 vd dk gA

Q.6 Explain Unicode encoding and HTML encoding.

IADIS THIST 3R HTML THIST &l GHEEY |
Q.7  Explain how Mod Security is used to block the attacks on web applications?

1Y fob 9 TIRTh R IR B8l 1 e & forw A Ryeriifct o1 SugiT & foba Sirl &2
Q.8  Discuss bypassing a login procedure.

AT UfshaT BT ST B UR I b,

Q.9  What is a Daniel of service attack? Discuss different ways in which an attacker can mount a
DOS attack.
ST 3Tt Ty e &1 52 I fafe Rib! R = Y fST Y BIs sHAGR DOS §HAT HR
Tl gl

Q.10  Write about the risk exposure over time.

JHY & 1Y SIRGH SIFR9H & IR H ford |
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Q.1

Q.2

Q3

Q.4

Q.5

What do you understand by Information explain with its type.
I Y 3T T T § 3P YHR Jfed WY |

What is a pipe? Using pipe, how IPC can be implemented.

TT3Y &1 8?2 UTSY &1 SUTNT kb SMSURT &Y d ar] fowan S Tevar 7|
What are the roles and responsibilities of a system administrator?
ReH U= Bt YTy 3R el a8

Explain multithreading models.

IS Hise qH=a|

Explain the purpose and types of backup.

% 3T BT I8 T4 UHR JHSY |

uktv¥ i’u dekd 06 1110 rd d i’u ntkmRrjh; i’u gA iR;d i’u 04 vd dk gA

Q.6

Q.7

Q.8

Q.9

Q10

What tools are most useful when conducting operating system forensics?

SHTRfET Ried BRR® &1 HaTeH HRd T D Y JUS0 Jad ITIT 51 67

Explain the concept of booting. Discuss the process of installation of Fedora Linux.

(ST DI STURIN D! THZY | BSRT e B RITYAT BT UfehaT R T B |

Explain different methods used to solve the problem of security at the operating system level.

ORI RRCH TR IR GRET S O™ DI §d DA o [ed IGANT D1 S arelt fafrst fafert ot
RS DR |

What is Anti-virus? Discuss the Anti-virus Software’s.
TNERY 1 82 UA-IRY Wi dtR R =i 3 |
What is data loss? What are the Causes of data losses?

2T 81 T 82 ST 81 & BRI T 82
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Q.1  What do you mean by Digital Media? Explain with its types.
fefree Hifear & snu o gHe 82 39 YR Afed qHSd |
Q.2 What is the purpose of Command Monitoring?
PHHS AT BT I T 82
Q.3 Describe Repository Configuration.
RTeTe:t IR 1 9 B3|
Q.4 Explain the terms “WORMS’ and ‘VIRUSES’ with reference to system threats.
R TRl & ool # ' I 3R IR sl BT RS B |
Q.5  Write a short note on file system mounting.

Wisd ReH AT R Teh Hidre fewui ford |
ukvi i’u dekd 06 11 10 rd di i’u nt%mRrjh; #’u gA iR;d i’u 04 vd dk gA

Q.6 What are the examination steps in operating system forensics?
STRfET Riked BRR® § g & 2RO 1 62

Q.7  Discuss the concept of trouble shooting Linux in GRUB mode.
GRUB IS ¥ Linux A AR ST STURUN R g B3|

Q.8  What is Network Authentication? Describe in brief.
T YHTONGRUT T 52 H&Y § qUH B,

Q.9  Define the term security. Explain various goals of security.
YR eg bl URHTNT D | FR& & fafie dedi o) gHsy |

Q.10 How diverse directory files are linked with “Root Directory”’? Explain the importance of each.

"Ree SRRGER & A1y fafay FERIe wed $9 I3 g8 82 TS &1 Hed WY $1|
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